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September 1, 2021 
 
 
The Honorable Tom Wolf 
Governor 
Commonwealth of Pennsylvania 
Room 225 Main Capitol Building 
Harrisburg, PA 17120 
 
Dear Governor Wolf:  
 
 This report contains the results of the Department of the Auditor General’s performance 
audit of the business waiver program implemented after all non-life-sustaining businesses were 
ordered to close to mitigate the spread of COVID-19. This program was administered by the 
Pennsylvania Department of Community and Economic Development (DCED). This audit was 
conducted under the authority of Sections 402 and 403 of The Fiscal Code, 72 P.S. §§ 402 and 
403, and in accordance with applicable Government Auditing Standards, issued by the 
Comptroller General of the United States.1 Those standards require that we plan and perform the 
audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and 
conclusions based on our audit objectives. We believe that the evidence obtained provides a 
reasonable basis for our findings and conclusions based on our audit objectives. 
 
 Our performance audit covered the period March 6, 2020, the date of the Governor’s 
COVID-19 disaster emergency declaration, through June 5, 2020, the date the last Pennsylvania 
counties were moved into the “yellow” reopening phase, unless otherwise noted, and included 
the following three objectives: 
 

• Evaluate the criteria used to deem a business as life-sustaining versus non-life-sustaining 
and compare the criteria with national guidelines.

                                                           
1 U.S. Government Accountability Office. Government Auditing Standards. 2018 Revision.  
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• Evaluate the development of the waiver request program and DCED’s process to review 
businesses’ requests, including the development of the waiver application, the criteria 
utilized, the processing time, and the guidance provided to businesses. 
 

• Evaluate and determine whether waivers were granted or denied consistently and in a 
timely manner. 

 
Our methodology to satisfy these audit objectives, along with our evaluation of 

management’s internal controls significant to these audit objectives, is included in Appendix A of 
this report. 

 
In addition to the executive order regarding business closures issued on March 19, 2020, 

the Governor’s Office also announced the ability for businesses to submit a request for a waiver 
from the closure orders. The extremely short timeframe for setting up the waiver program 
resulted in the need for revisions to the guidance issued by the Governor’s Office along with the 
waiver program process as it was implemented. 

 
We found that Pennsylvania’s business closure order was more restrictive than federal 

guidelines, which resulted in more business closures. The focus of the federal guidance was 
different than the focus of the Governor’s Office in developing the Pennsylvania Industry 
Operation Guidance (IOG). The federal guidance listed essential workers that were considered 
critical for not only protecting public health and safety, but also for economic and national 
security. Whereas, the IOG was developed to restrict non-life-sustaining businesses within 
Pennsylvania from remaining open. The IOG identified industry groups broken down based on 
their North American Industry Classification System code with a notation for each as to whether 
it was allowed to continue operations. We attempted to compare the federal and state guidance 
and found that industries did not align in a manner that facilitated a detailed comparison.   

 
The guidance available to businesses and used by DCED to determine whether or not 

businesses are life-sustaining continued to evolve throughout the waiver program. The guidance 
included a total of 10 versions of the IOG and 15 versions of the Life Sustaining Business 
Frequently Asked Questions (FAQ) that provided additional information regarding the IOG and 
the waiver program. This frequently evolving guidance was one of many aspects of the waiver 
program that caused confusion among businesses throughout the commonwealth and added 
challenges to DCED staff reviewing the waiver applications, potentially resulting in inconsistent 
decisions.  

 
The rushed creation and implementation of the program led to deficiencies related to the 

waiver application and review process that resulted in questionable decisions made for waiver 
requests, along with a lack of accountability and transparency. Specific direction was not 
provided to applicants as to what information they needed to include on their application, and the 
applicants were not required to attest to the accuracy of the information submitted on their 
waiver application for 80 percent of those submitted. DCED also did not require employees who 
reviewed the applications to document their justification regarding granting or denying waivers. 
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Additionally, DCED did not design the databases used for this program to capture the identity of 
all individuals reviewing applications or all dates reviewed. Additionally, certain 
communications sent to businesses regarding waiver decisions were not retained and DCED did 
not establish a timeframe for processing waiver request applications. 

 
These deficiencies resulted in questionable and inconsistent decisions made for waiver 

applications as we found in our review of 150 waiver applications. Specifically, while we found 
that final responses issued to 103 of the 150 businesses appeared reasonable, responses issued to 
45 businesses appeared questionable, and the two remaining businesses were not issued a 
response to their waiver applications. We found that notification letters sent to businesses 
contained unclear language regarding application decisions and could have led to confusion for 
businesses as to what, if any, business operations they could continue to perform. We also 
reviewed correspondence sent to the Governor’s Office and/or DCED from legislators and 
lobbyists and found no appearance of undue influence related to responses issued to businesses, 
although it is possible that applications may have been evaluated and received a response, or a 
corrected response, quicker than through the regular application review process. 

 
We further found that responses to businesses were inconsistent among businesses within 

the same type of industries selected for analysis. We found waiver applications processed early 
in the waiver program were reviewed and decided differently than those processed later in the 
waiver program. We also found that inclusion of key words in the application often resulted in 
favorable, but questionable, responses. There was also an appearance of inconsistency within an 
industry due to how businesses stated they would deliver its product to customers, and DCED 
gave inconsistent responses to businesses regarding retail sales versus repair of appliances. 

 
Overall, we offer 22 recommendations for DCED, in conjunction with the Governor’s 

Office, to consider implementing to help improve the business waiver program (or similar 
program) in the event that a program is ever utilized again. DCED management stated that 
although they might disagree with some aspects of the findings, they found all of the 
recommendations to be very constructive and want to learn from prior experience in the event 
that a similar program ever becomes necessary again.  Regarding the areas that management did 
not agree, see further clarifications in our Auditor’s Conclusion to this report. 

 
In closing, we would like to thank DCED for its cooperation and assistance during the 

audit. We reserve the right to follow up at an appropriate time to determine whether and to what 
extent all recommendations have been implemented. 
 

Sincerely, 
 

 

Timothy L. DeFoor 
Auditor General 



 
 A Performance Audit 
  
 Pennsylvania Department of Community and Economic 

Development 
 COVID-19 Business Waiver Request Program 
  

 

i 
 

TABLE OF CONTENTS 
 
Executive Summary ........................................................................................................... 1 

Introduction and Background .......................................................................................... 6 

Finding One: Pennsylvania’s business closure order was more restrictive than 
federal guidelines which resulted in more business closings .............18 

Recommendations ........................28 

Finding Two: The guidance available to businesses and used by DCED to 
determine whether or not businesses are life-sustaining continued to 
evolve throughout the waiver program ..................................................29 

Recommendations ........................40 

Finding Three: Deficiencies related to the development of the waiver program 
resulted in a lack of accountability and transparency ........................41 

Recommendations ........................51 

Finding Four: Questionable decisions by DCED for certain waiver requests 
potentially resulted in detrimental effects for businesses and an 
unnecessarily increased risk to public health ........................................52 

Recommendations ........................64 

Finding Five: Responses to businesses were inconsistent among businesses within 
the same industry.........................................................................................65 

Recommendations ........................70 

DCED’s Response and Auditor’s Conclusion ...........................................................................71 

 



 
 A Performance Audit 
  
 Pennsylvania Department of Community and Economic 

Development 
 COVID-19 Business Waiver Request Program 
  

 

ii 
 

TABLE OF CONTENTS (continued) 
 
Appendix A – Objectives, Scope, Methodology, and Data Reliability .........................................78 

Appendix B – Guidance from the Cybersecurity and Infrastructure Security Agency ................95 

Appendix C – Pennsylvania Industry Operation Guidance .......................................................107 

Appendix D – Life Sustaining Business Frequently Asked Questions ........................................113 

Appendix E – Waiver Application ..............................................................................................140 

Appendix F – Guidance used by the 50 States in Defining Essential Businesses ......................146 

Appendix G – Criteria for Reviewing Waiver Requests .............................................................148 

Appendix H – Distribution List ..................................................................................................152 

 
 



 
 A Performance Audit 
  
 Pennsylvania Department of Community and Economic 

Development 
 COVID-19 Business Waiver Request Program 
  

 

1 
 

Executive Summary 
 
This report presents the results of our performance audit of the Pennsylvania Department of 
Community and Economic Development (DCED) regarding the COVID-19 business waiver 
request program (waiver program). Our performance audit was conducted under the authority of 
Sections 402 and 403 of The Fiscal Code.2 We conducted this audit, in part, due to questions and 
concerns from legislators, businesses, media and the general public regarding the criteria 
developed to identify which businesses were deemed life-sustaining and allowed to remain open 
and continue with at least a portion of their operations, and which businesses were deemed non-
life-sustaining and therefore required to cease operations. 
 
Our performance audit had three objectives and covered the period March 6, 2020, the date of 
the Governor’s COVID-19 disaster emergency declaration, through June 5, 2020, the date the 
last Pennsylvania counties transitioned into the “yellow” reopening phase, unless otherwise 
noted. Refer to Appendix A of this report for a detailed description of the audit objectives, scope, 
methodology, our evaluation of management’s internal controls significant to the audit 
objectives, and data reliability.   
 
DCED helps with business development, community projects or site revitalization within the 
commonwealth by offering a variety of programs to help fund those initiatives.3 As an agency 
that links state government and private businesses, the Governor’s Office tasked DCED with 
implementing the waiver program for those businesses seeking exemption from the Governor’s 
business closure orders. 
 
Our audit results are contained in five findings, summarized below, and include 22 
recommendations directed to DCED, in conjunction with the Governor’s Office. DCED 
management stated that although they might disagree with some aspects of the findings, they 
found all of the recommendations to be very constructive and want to learn from prior 
experience in the event that a similar program ever becomes necessary again.  
 
Finding 1 – Pennsylvania’s business closure order was more restrictive than federal 
guidelines, which resulted in more business closings. 

 
The focus of the United States Department of Homeland Security’s Cybersecurity and 
Infrastructure Security Agency (CISA) guidance was different than the focus of the Governor’s 
Office’s Pennsylvania Industry Operation Guidance (IOG). The federal guidance listed essential 
workers that were considered critical for not only protecting public health and safety, but also for 

                                                           
2 72 P.S. §§ 402 and 403. 
3 https://dced.pa.gov/programs-funding/ (accessed May 25, 2021).  

https://dced.pa.gov/programs-funding/
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supporting economic and national security. Whereas, the IOG was developed to identify which 
industry groups in Pennsylvania were considered life-sustaining and which were non-life-
sustaining, thereby restricting non-life-sustaining businesses within Pennsylvania from 
remaining open. 
 
We found that the IOG was more complex compared to CISA guidance. The CISA guidance 
included 14 sectors and listing bullets of essential critical infrastructure workers within each 
sector. In contrast, the first IOG dated March 19, 2020, listed 10 industries, 19 sectors, 105 
subsectors, followed by 306 industry groups based on categories set forth by the North American 
Industry Classification System with notations for each industry group as to whether it was 
allowed to continue operations or not. The IOG also included notes of exceptions for certain 
businesses within the respective industry group classifications.  
 
The Governor’s Office explained that its goal was to put public health and safety first. As a 
result, the Governor’s Office decided to use its own criteria to determine whether businesses 
were considered life-sustaining instead of using the guidance issued by CISA, ultimately limiting 
the number of businesses allowed to operate. We attempted to compare the federal and state 
guidance but found that industries did not align in a manner that facilitated a detailed 
comparison. Because we could not reasonably quantify the effect of the Governor’s Office use of 
narrower guidance as compared to the CISA guidance, we included some examples in our 
finding of the effects on certain Pennsylvania business types, including food trucks, automobile 
sales, manufacturing, healthcare and sales of food and beverage products.   
 
We offer four recommendations to DCED, in conjunction with the Governor’s Office, if the 
waiver program (or similar program) is ever utilized again. 
 
Finding 2 – The guidance available to businesses and used by DCED to determine whether or 
not businesses are life-sustaining continued to evolve throughout the waiver program. 
 
We found that guidance provided to assist with the implementation of the waiver program 
continuously evolved, adding further complexity when interpreting whether a business was 
permitted to operate. Specifically, during the period from March 19, 2020 through May 28, 2020, 
the Governor’s Office issued ten versions of the IOG, four of which occurred through April 3, 
2020, the time period through which the businesses needed to use them to determine if a waiver 
request was necessary. Changes to the IOG included notes applicable to various industry groups. 
The notes listed exceptions to the decisions made regarding whether the respective industry 
group was deemed a life-sustaining business or not a life-sustaining business. 
 
In addition to the IOG, on March 24, 2020, DCED developed and posted on its website a Life 
Sustaining Business Frequently Asked Questions (FAQ) regarding the IOG and the business 
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waiver program. DCED issued a total of 15 versions of the FAQ, four of which occurred during 
the time that businesses were utilizing them as guidance during the waiver program. 
The continually evolving guidance meant that businesses had to ensure that they were using the 
most current versions of the guidance when determining if their businesses were deemed life-
sustaining. Additionally, this created challenges to commonwealth employees who processed the 
waiver applications and needed to understand the specific guidance that was relevant on the day 
the waiver applications were being reviewed in order to properly determine whether waivers 
should be granted and then respond to the businesses accordingly.  
 
We offer three recommendations for DCED, in conjunction with the Governor’s Office, 
regarding guidance used when determining if businesses were deemed life-sustaining, to 
consider if the waiver program (or similar program) is ever used again. 
 
Finding 3 – Deficiencies related to the development of the waiver program resulted in a lack of 
accountability and transparency.  
 
Building the waiver program from scratch meant that DCED had to develop mechanisms (1) for 
businesses to provide necessary information to request a waiver (the online application); (2) 
tracking the information businesses provided (the database); (3) documenting the process for 
reviewing applications and the decisions made (the database); and (4) communicating the 
decisions to the businesses (emails), all in an extremely short period of time. Based on our audit 
procedures, we found deficiencies related to the waiver application document and information 
recorded and retained in the two databases used during the waiver program. Additionally, DCED 
failed to retain certain communications that were sent to businesses regarding waiver decisions 
and failed to establish a timeframe for processing the applications. 
 
During the waiver application program time period of March 20, 2020 through April 3, 2020, 
DCED posted five different versions of the waiver application online for businesses to use and 
received a total of 42,380 waiver applications. We found the application questions to be general 
in nature and did not provide specific direction to businesses on what information to submit. For 
example, consideration for granting a waiver was sometimes dependent on the method a business 
planned to use in providing its product to its customers or how the business answered the 
question regarding whether or not they met the definition of life-sustaining. We noted that 
businesses were not required to attest to the accuracy of the information submitted on their 
waiver applications until two days before DCED stopped accepting waiver applications, and 
therefore 80 percent of the total applications submitted had no attestation of the accuracy of the 
information submitted. As a result, there was a risk that businesses desperate to continue to 
operate during the pandemic may have added inaccurate or exaggerated language to their 
applications in an attempt to obtain a waiver. 
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We further found that individuals initially or subsequently reviewing applications were not 
required to document the justification for their decisions in the databases utilized, and the 
identity of the reviewer(s) was not always recorded or the reviewers’ identities and dates 
reviewed were overwritten. Finally, we found DCED did not retain all of the responses sent to 
businesses for recordkeeping purposes nor establish a timeframe for processing the applications, 
increasing the risk that DCED may not have made critical decisions and responded timely to 
businesses. 
 
We offer seven recommendations to DCED, in conjunction with the Governor’s Office, relating 
to improving the mechanisms used to implement the wavier program if it (or a similar program) 
is ever needed again. 
 
Finding 4 – Questionable decisions by DCED for certain waiver requests potentially resulted 
in detrimental effects for businesses and an unnecessarily increased risk to public health. 
 
Based on our review of 150 of the total 42,380 waiver applications submitted to DCED, we 
found the final responses issued to 103 businesses appeared reasonable, while 45 final responses 
appeared questionable and responses to two businesses were not issued. We also found unclear 
language included in the waiver decision responses (Yes, No, or Not Required) emailed to 
businesses by DCED that could have led to confusion for businesses as to what, if any, business 
operations they could continue to perform. 
 
We further reviewed correspondence from legislators and lobbyists to DCED or the Governor’s 
Office sent on the behalf of Commonwealth businesses affected by the business closure orders. 
The correspondence included 159 emails representing approximately 153 businesses and 7 text 
messages regarding 4 businesses provided to us by DCED management. Based on our review of 
this correspondence for 77 of the 157 businesses in which correspondence was dated prior to 
DCED issuing a response, the final responses issued to businesses appeared reasonable. While 
we found that the correspondence did not appear to have undue influence related to responses 
issued to businesses, it is possible that applications may have been evaluated and received a 
response, or corrected response, quicker than through the regular application review process. 
 
We offer six recommendations to DCED, in conjunction with the Governor’s Office, related to 
the concerns noted in this finding if the wavier program (or similar program) is ever utilized 
again. 
 
Finding 5 – Responses to businesses were inconsistent among businesses within the same 
industry. 
 
In order to determine if initial responses issued by DCED were consistent among businesses 
within the same industry, we selected nine industries generally considered non-life-sustaining 
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and, therefore, not permitted to continue physical operations. These industries included appliance 
sales/service, gyms, beauty salons, massage, notary, pet services, real estate, construction and 
greenhouse/florist-related businesses. A total of 80 of the 150 applications that we selected for 
review were within one of these industries. Of the 80 applications reviewed, we found only 15 
appeared consistent with responses issued to businesses within the same industry while 54 did 
not appear consistent. Additionally, seven applications were not analyzed due to the businesses 
requesting operations that were not typical for a business within that industry, such as a salon 
requesting to sell hand sanitizer only. Four businesses were not issued a response. 
 
We found that the inconsistencies noted were a result of applications processed early in the 
waiver program being reviewed differently than those processed later in the waiver program, and 
the inclusion of key words in the application often resulted in favorable, but questionable, 
responses. We also noted appearances of inconsistency within an industry due to how businesses 
stated they would deliver their product to customers, and DCED provided inconsistent responses 
to businesses regarding retail sales versus repair of appliances. 
 
Although many of the businesses received subsequent responses to help correct the industry 
inconsistences, in light of these inconsistencies, we offer two recommendations to DCED, in 
conjunction with the Governor’s Office, if the need for the waiver program (or a similar 
program) arises in the future. 
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Introduction and Background 
 
This report presents the results of our performance audit of the Pennsylvania Department of 
Community and Economic Development (DCED) regarding the COVID-19 business waiver 
request program (waiver program), which was implemented as the result of the COVID-19 
public health emergency business closure orders.  
 
This performance audit was conducted under the authority of Sections 402 and 403 of The Fiscal 
Code and in accordance with applicable Government Auditing Standards, issued by the 
Comptroller General of the United States, 2018 Revision.4 Our performance audit had three 
objectives:  
 

• Evaluate the criteria used to deem a business as life-sustaining versus non-life-sustaining 
and compare the criteria with national guidelines. 
 

• Evaluate the development of the waiver request program and DCED’s process to review 
businesses’ requests, including the development of the waiver application, the criteria 
utilized, the processing time, and the guidance provided to businesses. 
 

• Evaluate and determine whether waivers were granted or denied consistently and in a 
timely manner.5 

 
The audit period was from March 6, 2020, the date of the Governor’s COVID-19 disaster 
emergency declaration, through June 5, 2020, the date the last Pennsylvania counties were 
moved into the “yellow” reopening phase, unless otherwise noted.6 Refer to Appendix A of this 
report for a detailed description of the audit objectives, scope, methodology, and data reliability.  

                                                           
4 72 P.S. §§ 402 and 403. 
5 The term “consistently” refers to routine uniformity. 
6 The Governor’s Office released guidance on the phased re-opening of businesses by region or county. As defined 
by the Governor’s Office, the red phase had the sole purpose of minimizing the spread of COVID-19 through strict 
social distancing, non-life-sustaining business closures, school closures, and building safety protocols. The yellow 
phase meant some restrictions on work and social interaction would ease while others, such as closures of schools, 
gyms, and other indoor recreation centers, hair and nail salons, as well as limitations around large gatherings remain 
in place. The green phase eased most restrictions with the continued suspension of the stay at home and business 
closure orders to allow the economy to strategically reopen while continuing to prioritize public health. 
https://www.governor.pa.gov/process-to-reopen-pennsylvania/ (accessed June 4, 2021). 

https://www.governor.pa.gov/process-to-reopen-pennsylvania/
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In the sections that follow, we present the following general background information related to 
DCED and the waiver program: 
 

• DCED’s Mission 
• Business waiver request program  
• Application process 
• Application review 
• Responses issued to businesses 
• Quality control review  
• Databases utilized during the waiver program 
• Call center 

 
 
DCED’s Mission 
 
DCED was created by the Community and Economic Development Enhancement Act in 1996 
with the merging of the Department of Commerce and the Department of Community Affairs.7  
DCED helps with business development, community projects, or site revitalization within 
Pennsylvania by offering a variety of programs to help fund those initiatives.8 
 
DCED’s mission is as follows: 
 

To encourage the shared prosperity of all Pennsylvanians by supporting good 
stewardship and sustainable development initiatives across our commonwealth. 
With a keen eye toward diversity and inclusiveness, we act as advisors and 
advocates, providing strategic technical assistance, training, and financial 
resources to help our communities and industries flourish.9  

 
As an agency that bridges the relationship between state government and private businesses, the 
Governor’s Office tasked DCED with implementing the waiver program for those businesses 
seeking exemption from the business closure orders. 
 
                                                           
7 See 71 P.S. § 1709.101 et seq. (Act 58 of 1996 as amended). According to the records of the Pennsylvania State 
Archives, the Department of Commerce “was created in 1939 to promote the development of business, industry and 
commerce in the state.” Further, the Department of Community Affairs “was created in 1966 to assist local 
governments and to enable the state to provide important services necessitated by expanding intergovernmental 
relationships involving all levels of public jurisdiction.”  See Pennsylvania Historical and Museum Commission 
link:  https://www.phmc.pa.gov/Archives/Research-Online/Pages/Environmental-Resources-Records-RG-14-
34.aspx# (accessed June 24, 2021). 
8 https://dced.pa.gov/programs-funding/ (accessed May 25, 2021).  
9 https://dced.pa.gov/about-us/ (accessed February 4, 2021). 

http://www.phmc.state.pa.us/bah/aaGuide/AA-RG-34.html%20(accessed%20June%2011
http://www.phmc.state.pa.us/bah/aaGuide/AA-RG-34.html%20(accessed%20June%2011
https://dced.pa.gov/programs-funding/
https://dced.pa.gov/about-us/


 
 A Performance Audit 
  
 Pennsylvania Department of Community and Economic 

Development 
 COVID-19 Business Waiver Request Program 
  

 

8 
 

Business Waiver Request Program 
 
On March 6, 2020, the Pennsylvania Secretary of Health issued a bulletin entitled “First 
Presumptive Positive COVID-19 Cases in Pennsylvania.” The Governor of Pennsylvania then 
proclaimed a disaster emergency and subsequently, on March 19, 2020, issued an executive 
order that: (1) prohibited the operation of all businesses in Pennsylvania that are not life-
sustaining; and (2) prohibited the operation of dine-in facilities including restaurants and bars. 
The order became effective immediately and was to remain in effect until further notice.10 The 
order stipulated that life-sustaining businesses could remain open but were required to follow, at 
a minimum, social distancing practices and other mitigation measures as defined by the National 
Centers for Disease Control and Prevention (CDC) to protect workers and patrons. On the same 
day, the Pennsylvania Secretary of Health issued an order regarding life-sustaining businesses 
which stated, in part: 
 

To protect the public from the spread of the Coronavirus (COVID-19), it is 
necessary that no person or entity shall operate a place of business that is not a life 
sustaining business regardless of whether the business is open to members of the 
public.11 

 
Included with the Governor’s executive order was the Pennsylvania Industry Operation 
Guidance (IOG) (see Appendix C) that provided information for businesses, organized by 
industry group, and guidance as to whether each industry group could continue with physical 
operations. The list did not include the names of specific businesses but instead included four 
levels: industry, sector, subsector, industry group, and the designation of whether or not each 
could continue with physical operations. In later versions of the IOG, the North American 
Industry Classification System (NAICS) codes were added as a point of reference for businesses 
attempting to determine if they were permitted to remain open.12  
 
Given the circumstances surrounding the rushed development and implementation of the waiver 
process, along with evolving guidance, DCED encountered many challenges along the way as 
further discussed in Findings 3, 4, and 5.  
 
 

                                                           
10 https://www.scribd.com/document/452416027/20200319-TWW-COVID-19-Business-Closure-Order (accessed 
May 14, 2020). 
11 https://www.scribd.com/document/452409377/03-19-20-Soh-Covid-Order (accessed May 14, 2020). 
12 NAICS code is a classification within the North American Industry Classification System. It was developed for 
use by Federal Statistical Agencies for the collection, analysis, and publication of statistical data related to the US 
Economy. NAICS is a self-assigned system, no one assigns you a NAICS code. This means that a company/business 
selects the code that best depicts their primary business activity and then uses it when asked for their code. 
https://www.naics.com/what-is-a-naics-code-why-do-i-need-one/ (accessed February 4, 2021). 

https://www.scribd.com/document/452416027/20200319-TWW-COVID-19-Business-Closure-Order
https://www.scribd.com/document/452409377/03-19-20-Soh-Covid-Order
https://www.naics.com/what-is-a-naics-code-why-do-i-need-one/
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Application Process 
 
For businesses that were identified on the IOG as non-life-sustaining, but who believed that they 
could help mitigate the crisis by providing a life-sustaining service, the Governor announced that 
they could seek an exemption from the closure orders. The program accepted waiver request 
applications online from March 20, 2020 through April 3, 2020.13 DCED management stated that 
during that time period, it received 42,380 waiver applications.  
 
According to DCED management, on March 19, 2020, immediately following the Governor’s 
announcement regarding the opportunity to apply for exemption from the business closure 
orders, DCED set up a dedicated email address in an attempt to provide a way for businesses to 
connect with DCED regarding their interest in submitting a request. DCED management stated 
that they expected the email account to receive a total of a few hundred to a few thousand 
requests. In the first 24 hours, however, DCED management stated that the account received 
nearly 2,000 email requests. Governor’s Office management stated that in order to accommodate 
the number of exemption requests, they decided to develop a waiver application.  
 
According to Governor’s Office management, staff from its office and DCED jointly created the 
questions to be included on the waiver application.14 DCED management stated that the 
application questions were designed to elicit information regarding how a business’ goods and/or 
services were life-sustaining and its ability to safely provide them to the public. The online 
application was then developed and placed online by a third party vendor who was also 
responsible for forwarding submitted applications to DCED.15 See Finding 3 for identified 
deficiencies with the waiver application document and Appendix E for the five versions of the 
waiver application utilized during the waiver program. 
 
DCED management stated that once the waiver application was available, those that had sent an 
email regarding interest in a waiver request were sent a reply that included links to: (1) the IOG; 
(2) the Life Sustaining Business Frequently Asked Questions (FAQ) developed by the Governor’s 
Office; and (3) the waiver application. DCED also provided an email address to send any further 
questions not answered on the FAQ. The email encouraged businesses to view the IOG and FAQ 
to determine if it was necessary to apply for a waiver. The email indicated that after the business 
submitted an application, business professionals at DCED would review the form and provide a 

                                                           
13 In addition to on-line requests, DCED also accepted application information over the telephone from businesses 
that were unable to access the internet. 
14 DCED management stated that the Governor’s Office gave the final approval of the questions and also provided 
the guidance that DCED management and staff utilized to evaluate and make decisions regarding businesses’ waiver 
request applications. Neither the Governor’s Office nor DCED could provide written documentation of the 
discussions or how it was decided which questions to include on the application. 
15 The online application was developed and managed by a third-party vendor who is an eGov Services Partner of 
PA.gov and, according to DCED management, manages most of Pennsylvania’s state government websites.  
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response as quickly as possible. Additionally, the reply specified that non-life-sustaining 
businesses, as identified on the IOG, were not permitted to continue operating their physical 
locations while waiting for a response.  
 
The first version of the waiver application requested the following information: 
 

• Business name, address, and county. 
• Applicant’s name and contact information. 
• Business description and number of employees. 
• Justification as to how the business meets the definition of life-sustaining. 
• How the business planned to meet the CDC’s recommended guidelines to maintain 

employee safety during the pandemic. 
• How many employees would be in the company’s office or physical location. 

 
According to DCED management, upon submission of an application, a unique submission 
identification (ID) number was assigned to the application and a confirmation email was 
generated that included the submission ID number and an acknowledgement that the application 
was received, would be reviewed, and that a response would be provided by DCED. 
Additionally, the applicant received notification as to the email address from which they should 
expect a response.  
 
 
Application Review  
 
DCED management stated that, with only a few hours’ notice, DCED staff assembled an initial 
review team consisting of professionals with multiple levels of experience ranging from 
executive level office staff to administrative assistants (reviewers). The review team consisted 
primarily of DCED staff and one Department of Environmental Protection employee with as 
many as 63 reviewers processing applications on one day at its peak. DCED management stated 
that the review team worked seven days a week to review the waiver applications using new 
database systems while navigating serious challenges resulting from the COVID-19 pandemic. 
Additionally, representatives from the Governor’s Office and Office of General Counsel 
(including attorneys assigned to DCED and the Governor’s Office) also provided assistance to 
reviewers for the more difficult waiver requests. 
 
DCED management stated that the reviewers were not provided with formalized training. 
Instead, they were provided with the IOG and FAQ from the Governor’s Office, federal guidance 
from the United States Department of Homeland Security’s Cybersecurity and Infrastructure 
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Security Agency (CISA), and documents developed by DCED management including the 
Criteria for Reviewing Waiver Requests, and Tips and Guidance.16  
 
The Criteria for Reviewing Waiver Requests, included in Appendix G, advised reviewers on the 
process of reviewing applications and making a determination on the waiver request, as well as 
informed the reviewers that assistance with questions would be available from the Governor’s 
Office and other state agencies, as needed. Additionally, management stated that from March 20, 
2020 through April 3, 2020, there were daily online conversations, Skype calls, and regular 
conference calls to allow the review team members to compare notes and experiences in dealing 
with common types of requests. DCED management stated that staff from the Governor’s Office 
was also available to provide feedback and answer questions. Management further stated that 
these daily discussions were also necessary to help them understand the changing guidance, 
which, as discussed in detail in Finding 2, was updated frequently throughout the process. 
 
Documents provided to reviewers instructed them to first determine the business’ primary 
activity from a review of the business description, justification, and other information submitted 
within the waiver application and, if necessary, research the business online. Once the type of 
business was determined, the reviewer was to establish where the business fell on the IOG. If 
unsure in what industry group a business fell, reviewers were provided with websites they could 
view to get more detailed information about the types of business activities contained in each of 
the industry groups on the IOG.  
 
 
Responses Issued to Businesses 
 
If the business fell within one of the industry groups that was life-sustaining and contributed to 
the health and safety of Pennsylvania residents, and was therefore permitted to operate according 
to the IOG, reviewers were instructed to note Not Required (NR) in the database (discussed in 
detail in a later section). The business would then be notified that certain operations described in 
their waiver application appear to be within a life-sustaining business sector and they did not 
require an exemption to remain open for those business operations.17  
 
Based on a review of the business description and justification for how the business meets the 
definition of life-sustaining, if the business did not fall within one of the industry groups allowed 
by the IOG to continue with operations, but otherwise performed life-sustaining work or played a 
                                                           
16 The United States Department of Homeland Security identifies and evaluates critical infrastructure sectors on a 
regular basis as part of its everyday mission to increase the resiliency of the United States from all threats. On March 
19, 2020, CISA issued a Memorandum on Identification of Essential Critical Infrastructure Workers during COVID-
19 Response. DCED provided us with the last version of the Tips and Guidance dated April 2, 2020, and stated that 
this was a live document available to the reviewers and was not versioned. 
17 DCED provided us with a data file of information for the 42,380 applications from the systems database. 
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critical role in the manufacture and supply of goods and services necessary to sustain life, the 
reviewer could note YES in the database, granting the business a waiver. The business would 
then be notified that the business operations described in its waiver application could continue to 
operate at the physical location identified in the application.   
 
If the business did not fall under a general exemption as provided on the IOG and did not 
otherwise justify life-sustaining work, then the reviewer was to deny the application request by 
entering NO in the database. The business would then be notified that the business operations 
must remain closed.   
 
The following table shows the breakdown of responses issued for the 42,380 applications 
received as reported in the data file provided by DCED:   
 

Response  
Total Number of 

Applications 
Percent of Total 

Applications 
YES 7,492a/   18% 
NO 17,077b/   40% 
NR 14,168c/   33% 
No response listed/Blank fields 3,524d/     9% 
Not applicable - Blank application 119     0% 

Total 42,380 100% 
a/ - The notification date fields were blank for 14 applications; therefore, the business may not have 
actually been issued a YES response notification. One of the 14 was a second application submitted for 
the business after March 31, 2020, which was the date that the waiver application first included the note 
that duplicate applications would not be reviewed.  
b/ - Five were test applications created by DCED. The notification date fields were blank for an 
additional 17 applications; therefore, the business may not have actually been issued a NO response 
notification. Ten of the 17 applications, however, were not applications requesting a waiver, but rather 
complaints submitted by individuals regarding businesses that they did not think should be operating. 
One of the remaining seven was a second application submitted for the business after March 31, 2020, 
which was the date that the waiver application first included the note that duplicate applications would 
not be reviewed.  
c/ - One was not an application to request a waiver but rather a complaint filed regarding a business that 
they did not think should be operating. The notification date fields were blank for an additional 5; 
therefore, the business may not have actually been issued a NR response notification. 
d/ - 3,521 received an industry-type notification letter (described in a later section) rather than a YES, 
NO, or NR response. One was not an application requesting a waiver, but rather a complaint submitted 
by an individual regarding a business that they did not think should be operating. Two do not have 
information indicating that they were issued either a response or a notification letter. 

Source: This table was compiled by the staff of the Department of the Auditor General from data 
received from the Department of Community and Economic Development. We determined that the 
reliability of this data is sufficiently reliable in regards to completeness and accuracy of the application 
information submitted by businesses, but with significant limitations as to the reliability of data 
regarding the review process, including results of the review process, comments, and responses and/or 
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notification letters issued to businesses. Although this determination may affect the precision of the 
numbers we present, there is sufficient evidence in total to support our findings and conclusions as 
noted in Appendix A.   

 
Considering that DCED reviewers determined that 14,168, or approximately one-third, of the 
42,380 total applications submitted were not even required for the business to remain in 
operation, it is likely that businesses were confused by the guidance.18 These businesses 
provided goods or services that reviewers determined were already identified by the Governor’s 
Office as life-sustaining, yet the businesses felt the need to apply for a waiver. We further 
discuss the difficulties, frustration, and confusion experienced by businesses throughout the 
findings included in our report. 
 
When applicable, DCED issued industry notification letters outlining allowable operation 
guidelines as follows:  
 

• Residential construction letters issued beginning March 31, 2020, clarified that only 
emergency repairs, site stabilization, weatherization, and work on projects that had been 
issued an occupancy permit could continue. 

• Automobile sales letters issued beginning April 1, 2020, clarified that automobile 
repairs could continue; however, sales were prohibited unless title work was completed. 

• Golf course letters were sent beginning April 1, 2020, noting that operations could 
remain open for grounds maintenance only.  

• Kitchen cabinet business letters were issued beginning April 2, 2020, instructing them 
that their business operations must remain closed. 

• Construction letters were issued beginning April 22, 2020, to communicate the 
guidelines regarding the reopening of construction on May 1, 2020.  

• Legal services letters issued beginning April 29, 2020, clarified what activities could be 
conducted in-person, while following all safety measures.19 

 
Finally, if the reviewer was uncertain about an application, they could indicate in the database 
the request for further review of the application.20  
 
                                                           
18 We did not perform audit procedures for all 14,168 applications and, therefore, we cannot comment as to whether 
a waiver appeared to be required or not for each of those applications as determined by DCED; however, see 
Finding 4 for results of 150 applications we did review, of which we found DCED determined a waiver was not 
required for 39. 
19 Industry notification letter dates were obtained from the data file provided by DCED that included the available 
documentation of the review work performed to process the 42,380 waiver applications. 
20 Depending on the nature of the business, the further review of the application requested by the reviewer could 
have been performed by: (1) DCED management; (2) the Governor’s Office; (3) legal counsel assigned to either 
DCED or the Governor’s Office; or (4) another state agency such as the Department of Health or Department of 
Agriculture. 
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In addition to considering whether the business was life-sustaining, or supported a life-sustaining 
business, reviewers were also directed to evaluate whether granting the waiver met the 
Governor’s and Secretary of Health’s intent to support health and safety of residents during the 
COVID-19 public health emergency. If there was any doubt that a waiver should be granted, 
they were directed to not grant the waiver.  
 
 
Quality Control Review 
 
DCED management stated that prior to March 24, 2020, each application was processed by one 
reviewer and a business was issued a response of either YES, NO or NR or was sent an industry 
(e.g., construction, golf course, legal services, automobile) notification letter outlining allowable 
operation guidelines. Further, DCED management stated that on March 24, 2020, DCED formed 
a Quality Control team (QC) and reviewed, at a minimum, 20 percent of all recommendations 
from reviewers. Beginning on March 27, 2020, QC increased the number of records reviewed up 
to 100 percent on some days. Questions that could not be resolved by QC were either: (1) posted 
as a question on a Microsoft Teams site if the question was general in nature and the answer 
might provide guidance for other applications; or (2) flagged “For Further Review” if the 
question required higher-level review or legal analysis.21 These were often discussed on phone 
calls with legal counsel to make final determinations. The QC review, in many cases as further 
described in detail in Findings 4 and 5, led to a change in the initial response issued to the 
business.22 
 
The waiver program offered no appeal process for an applicant that did not agree with the 
response they received. An applicant, however, was able to submit multiple applications.23 The 
waiver program application period closed on April 3, 2020, but waiver application decisions 
continued to be made and responses emailed to businesses, including amended/corrected 
responses through the end of May.   

                                                           
21 Teams is a product of Microsoft that allows users to group chat, video call, share files, and co-author files in real 
time, and allows for the storage of files. https://www.microsoft.com/en-us/microsoft-teams/group-chat-software 
(accessed May 10, 2021). 
22 Changes to responses included: (1) YES to NO, (2) NO to YES, (3) NR to NO, (4) NO to NR, (5) YES to NR, and 
(6) NR to YES. 
23 On the third version of the application, issued March 27, 2020, language was added requesting that duplicate 
applications not be submitted. On the fourth version of the application, issued March 31, 2020, language was added 
that duplicate submissions would not be reviewed; however, there was no feature in the database to reject duplicate 
applications. 

https://www.microsoft.com/en-us/microsoft-teams/group-chat-software
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Databases Utilized During the Waiver Program  
 
The first database system used during the waiver review process was an online Excel 
spreadsheet.24 It contained the information provided by the applicants when completing the 
waiver application and fields that reviewers could use to indicate their decision on the 
application and/or to indicate whether an industry letter should be sent to the applicant (e.g., a 
construction notification that outlined allowable operations). 
 
At the start of the waiver review process, DCED received submitted applications from its third-
party vendor approximately six times per day. The Office of Administration, Office of 
Information Technology (OA-OIT) then loaded the applications into the database. According to 
DCED management, the applications were placed into batches of 50, which were then moved to 
a “To Be Reviewed” folder. Under this process, the waiver review team was able to access a 
batch of applications and then review them in the database in the order that they were received. 
Once a decision was made on an application, the application was moved to a folder for OA-OIT 
staff to access and generate the appropriate email (YES, NO, NR, and/or an industry type 
notification letter). 
 
Due to the high volume of applications received within the first few days of the waiver program, 
which according to DCED management included 1,915 applications submitted on the first day 
and an additional 8,585 over the next two days, a new database was customized by OA-OIT to 
better meet the needs of DCED and the review team. DCED began using the second database on 
March 26, 2020, to process waiver applications. According to DCED, all of the data from the 
first database was loaded into the second database. Applications from the third-party vendor 
were provided to OA-OIT staff who loaded them into the second database. The second database 
did not require staff to place the applications into batches for the review staff as required in the 
first database, but rather reviewers were able to open any application, review, make a decision 
and close the application. When a decision was entered into the database, the application was 
closed and forwarded to QC for review. Once reviewed by QC, a response was generated by OA-
OIT and emailed to the applicant.  
 
The transition to the second database on March 26, 2020, included improvements beyond 
efficient accommodation of the volume of applications being received daily. In the second 
database, certain fields were protected as “read only” and, therefore, the review team was unable 
to edit those fields. This was not the case in the first database. Additionally, in the second 
database, a field was added to enable comments to be added and certain fields were 

                                                           
24 Office of Administration, Office of Information Technology developed the database to use to document the 
waiver program review work.  
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automatically populated, such as the email address of the individual processing the application 
and keyword identifying the business industry.25 
 
 
Call Center 
 
In addition to the IOG and the FAQ published for purposes of determining whether a business 
could remain open, or if they may qualify for a waiver to the business closure order, DCED’s 
call center phone number was listed as a resource on the DCED website for businesses to call 
with questions regarding the waiver program. DCED management stated that its call center 
received 36,392 calls and emails from businesses with questions regarding the business waiver 
program, which may indicate that businesses were confused or had concerns with the waiver 
program.26   

While the waiver program was in place, according to DCED management, the DCED call center 
staff was increased from the standard five members to a total of 95 staff members at the height of 
the program. The 90 extra call center staff came from other offices in DCED, the Governor’s 
Office, and approximately nine other state agencies. According to DCED management and call 
center staff schedules provided to us, during the height of the program, the call center was staffed 
with between 30 and 40 staff members at a time, seven days a week, from 8:30 a.m. to 5:00 p.m.  

After a few days, DCED management developed a call center script that was updated due to 
evolving guidance resulting in a total of four versions of the script.27 Call center staff would 
direct callers to the FAQ and the IOG to help them determine if their business was already 
considered life-sustaining or if the businesses may be eligible for a waiver to the closure orders. 
DCED management stated that call center staff could also reach out to DCED management if 
they had questions.  

                                                           
25 Due to the overwhelming amount of waiver applications received and the time sensitive nature of the program, 
DCED developed a priority system for reviewing the applications. The priority system was based on key words as 
identified by DCED and the Governor’s Office for life-sustaining industries related to medical, food and agriculture, 
emergency services, defense, water, essential communication, chemical manufacturing, essential transportation, and 
energy and nuclear facilities. If an application contained one or more of the key words, it was assigned a higher 
priority code and reviewed before applications that did not contain any of the key words. 
26 We were unable to determine the effectiveness of the call center, as DCED management stated that they did not 
have the ability to track the number of calls on hold or the number of call backs needed. DCED management also 
relied on staff members to self-report the number of calls taken and returned. Additionally, the reasons for calls were 
not documented. We therefore could not confirm the actual number of calls, whether calls were returned, or whether 
responses provided to businesses that contacted the call center resolved their confusion and/or concerns related to 
the waiver program. 
27 In addition to the four versions of the script, one email was sent to call center staff that provided specific updates 
to the previously issued script.  
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DCED also emailed applicants an Informational Bulletin on May 13, 2020, to explain the process 
undertaken to evaluate and respond to requests, share information on the red-yellow-green 
phases in the business reopening plan, and direct businesses to the website for additional 
information.  
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Finding 1 – Pennsylvania’s business closure order was more restrictive than 
federal guidelines which resulted in more business closings.  

   
As described in the Introduction and Background, the Governor’s response to the COVID-19 
public health emergency included the closure of all non-life-sustaining businesses within the 
Commonwealth of Pennsylvania. The Governor’s initial COVID-19 business closure order, 
issued on March 19, 2020, included the Pennsylvania Industry Operation Guidance (IOG), a list 
of approved life-sustaining industries intended to aid businesses in determining whether or not 
they were allowed to remain open.28 According to an analysis performed by the MultiState 
Associates, as of April 13, 2020, Pennsylvania was one of thirteen states that issued their own 
guidance in defining which industries were deemed to be life-sustaining.29  
 
This audit was initiated, in part, due to questions and concerns from legislators, businesses, 
media, and the general public regarding the criteria developed to identify which businesses were 
deemed life-sustaining and allowed to remain open and continue with at least a portion of their 
operations, and which businesses were deemed non-life-sustaining and therefore required to 
cease operations.  
 
Our audit procedures included: (1) interviewing and corresponding with management from both 
the Governor’s Office and the Pennsylvania Department of Community and Economic 
Development (DCED); (2) reviewing documents developed by the United States Department of 
Homeland Security’s (DHS) Cybersecurity and Infrastructure Security Agency (CISA), the 
Governor’s Office, and DCED that either listed or provided guidance for determining which 
businesses were deemed to be life-sustaining; (3) evaluating the criteria used in Pennsylvania to 
deem a business as life-sustaining versus non-life-sustaining; and (4) comparing the criteria used 
in Pennsylvania with federal guidelines. The results of our evaluation and comparison are 
described in the following sections: 
 

• Development and comparison of Pennsylvania’s initial guidance to federal guidance for 
determining what businesses were deemed to be life-sustaining.  

• Effects of Pennsylvania’s use of more narrow guidance as compared to federal guidance. 

                                                           
28 https://www.scribd.com/document/452416027/20200319-TWW-COVID-19-Business-Closure-Order (accessed 
May 4, 2020). The order was effective immediately with enforcement actions effective, as amended, on March 23, 
2020, at 8:00 a.m. 
29 MultiState Associates tracked states that issued Stay-at-Home orders and what businesses were defined as 
essential in these states during the COVID-19 pandemic, https://docs.google.com/document/d/e/2PACX-
1vSXZCFCbIRiRDRC-SWyc36T0S0hjXxT9wZAGM4V01_xtbywLBEn0o_kgmfs0dMJ4VbpPh30j2ZFZ3TH/pub 
(accessed June 26, 2020). See Appendix F for the breakdown, as reported by the MultiState Associates, of guidance 
used in each of the 50 states as of April 13, 2020. 

https://www.scribd.com/document/452416027/20200319-TWW-COVID-19-Business-Closure-Order
https://docs.google.com/document/d/e/2PACX-1vSXZCFCbIRiRDRC-SWyc36T0S0hjXxT9wZAGM4V01_xtbywLBEn0o_kgmfs0dMJ4VbpPh30j2ZFZ3TH/pub
https://docs.google.com/document/d/e/2PACX-1vSXZCFCbIRiRDRC-SWyc36T0S0hjXxT9wZAGM4V01_xtbywLBEn0o_kgmfs0dMJ4VbpPh30j2ZFZ3TH/pub
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Development and comparison of Pennsylvania’s initial guidance to federal 
guidance for determining what businesses were deemed to be life-sustaining.  
 
Before discussing the comparison between Pennsylvania’s guidance to CISA guidance, it is 
important to understand the purpose of CISA and its responsibilities to add context to this report. 
CISA was established under DHS as a result of the federal Cybersecurity and Infrastructure 
Security Agency Act of 2018 with the responsibility of protecting America’s critical 
infrastructure from physical and cyber threats.30 Previously, these responsibilities had been 
carried out by the former DHS National Protection and Programs Directorate. CISA regularly 
evaluates critical infrastructure with an “all-hazards approach” to ensure the security and 
resiliency of America’s critical infrastructure from all threats and provides general guidance on a 
regular basis. In the case of specific threats, however, CISA will also develop additional 
guidance tailored to those situations.  
 
As a result of its responsibilities, on March 19, 2020, CISA issued a memo and guidance specific 
to the essential critical infrastructure workforce during COVID-19.31 According to the memo, 
CISA issued a list of “Essential Critical Infrastructure Workers” to help state and local officials 
protect their communities while ensuring continuity of functions critical to public health and 
safety, as well as economic and national security. The CISA guidance listed examples of workers 
within 14 sectors that are “essential to continued critical infrastructure viability,” but stated that 
“[r]esponse efforts to the COVID-19 pandemic are to be locally executed, state managed, and 
federally supported.” The CISA guidance also stated that it was intended to be advisory in nature 
to assist states in managing their own critical infrastructure and essential industries amid the 
COVID-19 pandemic. 
 
On March 19, 2020, the Governor’s Office, as part of the initial COVID-19 business closure 
order, issued the IOG, a list of approved life-sustaining industries that businesses were to consult 
to determine whether or not they were allowed to remain open. See Appendix C for this initial 
version of the IOG.  
 
According to the Governor’s Office, the Governor’s response team began to develop a list of 
life-sustaining businesses specific to Pennsylvania prior to CISA issuing the memo and guidance 

                                                           
30 https://us-cert.cisa.gov/ncas/current-activity/2018/11/19/NCCIC-Now-Part-Cybersecurity-and-Infrastructure-
Security-
Agency#:~:text=On%20November%2016%2C%202018%2C%20the%20President%20signed%20into,a%20mission
%20that%20requires%20effective%20coordination%20and%20 (accessed June 16, 2021). 
31 CISA’s Memorandum on Identification of Essential Critical Infrastructure Workers during COVID-19 Response 
and CISA’s Guidance on the Essential Critical Infrastructure Workforce: Ensuring Community and National 
Resilience in COVID-19 Response, both which are presented in Appendix B. 

https://us-cert.cisa.gov/ncas/current-activity/2018/11/19/NCCIC-Now-Part-Cybersecurity-and-Infrastructure-Security-Agency#:%7E:text=On%20November%2016%2C%202018%2C%20the%20President%20signed%20into,a%20mission%20that%20requires%20effective%20coordination%20and%20
https://us-cert.cisa.gov/ncas/current-activity/2018/11/19/NCCIC-Now-Part-Cybersecurity-and-Infrastructure-Security-Agency#:%7E:text=On%20November%2016%2C%202018%2C%20the%20President%20signed%20into,a%20mission%20that%20requires%20effective%20coordination%20and%20
https://us-cert.cisa.gov/ncas/current-activity/2018/11/19/NCCIC-Now-Part-Cybersecurity-and-Infrastructure-Security-Agency#:%7E:text=On%20November%2016%2C%202018%2C%20the%20President%20signed%20into,a%20mission%20that%20requires%20effective%20coordination%20and%20
https://us-cert.cisa.gov/ncas/current-activity/2018/11/19/NCCIC-Now-Part-Cybersecurity-and-Infrastructure-Security-Agency#:%7E:text=On%20November%2016%2C%202018%2C%20the%20President%20signed%20into,a%20mission%20that%20requires%20effective%20coordination%20and%20
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on March 19, 2020.32 In order to determine which businesses were life-sustaining and would 
remain open, the Governor’s response team focused on which businesses provided life-sustaining 
services or products by reviewing the classifications set forth by the North American Industry 
Classification System (NAICS) and decided whether each industry group was life-sustaining or 
non-life-sustaining.33 The Governor’s Office further stated that the response team reviewed the 
descriptions for the industry groups and based upon those descriptions and knowledge of the 
types of goods and services necessary to assure the health and welfare of Pennsylvanians, along 
with the intention to provide for a robust response to the pandemic, determined whether each 
industry group was life-sustaining or non-life-sustaining. The response team also spent time 
evaluating each classification and analyzing whether businesses in each were essential for life. 
For the business type descriptions that the response team determined did not establish the 
business as essential for life, those businesses were required to close.  
 
As described in the explanations above, the focus of CISA in developing its guidance was 
different than the Governor’s Office focus in developing the IOG. The CISA guidance included 
bulleted lists of essential workers within each of the 14 sectors that were considered critical for 
not only protecting public health and safety, but also for economic and national security.  The 
IOG, however, was more complex in that it was created to identify which industry groups in 
Pennsylvania were and were not considered life-sustaining. Specifically, the IOG listed 10 
industries, 19 sectors broken down into 105 subsectors, followed by 306 industry groups with a 
notation for each industry group as to whether it was allowed to continue operations.34 As 
previously described, these industry groups were broken down based on their NAICS code and 
in some cases, included additional notes with further guidance or certain exceptions.  
 
We attempted to compare the CISA guidance and the IOG and found that the sectors and 
industries do not align in a manner that facilitates a detailed comparison. For example, grocery 
stores were included in the CISA guidance’s “Food and Agriculture” sector but in the IOG, they 
                                                           
32 The response team was a group of individuals within the Governor’s Office and from state agencies formed to 
work on issues related to the COVID-19 pandemic. 
33 “The North American Industry Classification System (NAICS) is the standard used by federal statistical agencies 
in classifying business establishments for the purpose of collecting, analyzing, and publishing statistical data related 
to the U.S. business economy.” https://www.census.gov/naics/ (accessed April 27, 2021). The NAICS does not 
classify businesses as life-sustaining or non-life-sustaining. Our research on analysis performed by the MultiState 
Associates found that Pennsylvania was one of only two states to issue guidance utilizing the NAICS code as a 
component of its determination of what type of businesses could remain open. MultiState Associates tracked states 
that issued Stay-at-Home orders and what businesses were defined as essential in these states during the COVID-19 
pandemic, https://docs.google.com/document/d/e/2PACX-1vSXZCFCbIRiRDRC-
SWyc36T0S0hjXxT9wZAGM4V01_xtbywLBEn0o_kgmfs0dMJ4VbpPh30j2ZFZ3TH/pub (accessed June 26, 
2020). 
34 For one of the 19 sectors, the IOG does not break down the sector further but instead lists the same name for the 
sector, subsector, and industry group. Similarly, for 33 of the 105 subsectors, the IOG does not break down the 
subsector further but instead lists the same name for the subsector and industry group.  
 

https://www.census.gov/naics/
https://docs.google.com/document/d/e/2PACX-1vSXZCFCbIRiRDRC-SWyc36T0S0hjXxT9wZAGM4V01_xtbywLBEn0o_kgmfs0dMJ4VbpPh30j2ZFZ3TH/pub
https://docs.google.com/document/d/e/2PACX-1vSXZCFCbIRiRDRC-SWyc36T0S0hjXxT9wZAGM4V01_xtbywLBEn0o_kgmfs0dMJ4VbpPh30j2ZFZ3TH/pub
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were relegated to an industry group within “Food and Beverage Stores,” a subsector within the 
“Retail Trade” sector, a sector within the “Trade, Transportation, and Utilities” industry. As a 
result, the comparison we present in the following table is generally a high-level comparison of 
the sectors that were included in the March 19, 2020 versions of the CISA guidance and the IOG 
along with other information that was included in each guidance. We have also identified several 
sectors which are not directly comparable between the CISA guidance and the IOG. 
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Comparison of the March 19, 2020 versions of the CISA guidance to the IOG 
CISA Guidancea/ IOGb/ 

Sectors 

Number 
of 

Bulletsc/ Industry Sector Number of 
Subsectors 

Number 
of 

Industry 
Groups 

Industry Groups  
Life-Sustaining 
Yes No 

Healthcare/Public Health 16 Education and 
Health Services 

Educational Services 7 7 0 7 
Healthcare and Social 
Assistance 

4d/ 18 17 1e/ 

Transportation and 
Logistics 

12 Trade, 
Transportation, 
and Utilities 

Wholesale Trade 3 19 14 5 
Retail Trade 12 27 7 20 

  Transportation and 
Warehousing 

11 29 25 4f/ 

Water and Wastewater 9 Utilities 1 3 3 0 
Energy 27 
Communications and 
Information Technology 

15 Information Information 6 14 10 4g/ 

Critical Manufacturing 1 Manufacturing Manufacturing 20 78 26 52 
Chemical 5 1h/ 7 6 1i/ 

Financial Services 3j/ Financial 
Activities 

Finance and Insurance 5 11 4 7 
Real Estate and Rental and 
Leasing 3 8 4 4 

 

N/Ck/ 
Professional and 
Business Services 

Professional, Scientific, 
and Technical Services 

9 9 2 7 

Management of Companies 
and Enterprises 

1 1 0 1 

Hazardous Materials  3 Administration and Support 
and Waste Management 
and Remediation Services 

2 11 6 5 

Law Enforcement, Public 
Safety, First Responders 

6 N/Ck/ 
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Food and Agriculture 14 N/Ck/ 
Public Works 5 N/Ck/ 
Other Community-Based 
Government Operations 
and Essential Functions 

12 N/Ck/ 

 

 
Defense Industrial Base 2 N/Ck/ 

N/Ck/ 

Natural Resources 
and Mining 
 

Agriculture, Forestry, 
Fishing, and Hunting 

5 19 15 4 

Mining, Quarrying, and Oil 
and Gas Extraction 

3 5 1 4 

N/Ck/ Construction Construction 3 10 0 10 

N/Ck/ 

Leisure and 
Hospitality 

Arts, Entertainment, and 
Recreation 

3 9 0 9 

Accommodation and Food 
Services 

2 7 4 l/ 3 

N/Ck/ 
Other Services 
(Except Public 
Administration) 

Other Services (Except 
Public Administration) 

4 14 9 5m/ 

Total 130  Total  105 306 153 153 
a/ - Guidance on the Essential Critical Infrastructure Workforce: Ensuring Community and National Resilience in COVID-19 Response, CISA, Version 1.0 
(March 19, 2020). See Appendix B for copy of guidance. 
b/ - The first version of the IOG was released on March 19, 2020, and was effective immediately, with enforcement actions, as amended, effective March 23, 
2020. See Appendix C for copy of this first version of the IOG that includes detail on all industries, sectors, subsectors and industry groups and whether they 
were able to continue physical operations. 
c/ - Each bullet in the CISA guidance was one or two sentences in length and provided information on or a list of workers considered to be essential within that 
sector. See below footnote j/ as an example of bullets listed in the CISA guidance for “Financial Services”. 
d/ - Two of the subsectors included the note "[e]lective procedures prohibited.” 
e/ - Child Day care services were not permitted to operate.  
f/ - The Charter Bus Industry and Scenic and Sightseeing Transportation were not permitted to operate. 
g/ - Software Publishers, Motion Picture and Video Industries, Sound Recording Industries, and Telecommunication Resellers were not permitted to operate. 
h/ - IOG includes chemical in its manufacturing sector, however, for purposes of this table we separated it out to compare it to the chemical sector listed in the 
CISA guidance. 
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i/ - Paint, coating, and adhesive manufacturing was not permitted to operate.  
j/ - CISA guidance listed the following three bullets: (1) Workers who are needed to process and maintain systems for processing financial transactions and 
services (e.g., payment, clearing, and settlement; wholesale funding; insurance services; and capital markets activities). (2) Workers who are needed to provide 
consumer access to banking and lending services, including ATMs, and to move currency and payments (e.g., armored cash carriers). (3) Workers who 
support financial operations, such as those staffing data and security operations centers.  
k/ - Not Comparable - There is no direct match for the sector between the CISA guidance and IOG, however, the areas within the sector may be spread out 
across several sectors or industries. 
l/ - Two of the industry groups in Accommodation indicated “Residential only” and two of the industry groups in Food Services and Drinking Places indicated 
“Takeout only.” 
m/ - One of the industry groups, Personal Care Services, which was not permitted to operate, included a note indicating “This category includes barbershops, 
nail salons, beauty salons, gyms (including yoga, barre and spin facilities).”  

Source: This table was compiled by the staff of the Department of the Auditor General from information in the March 19, 2020 versions of the CISA guidance 
and IOG documents received from DCED management. 
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Subsequent to issuing the initial IOG, the Governor’s Office stated that the response team also 
reviewed the COVID-19 specific CISA guidance issued on March 19, 2020. Based on the team’s 
review, the Governor’s Office revised the list of life-sustaining businesses within the IOG to 
more closely align with many sectors considered by CISA to be critical infrastructure and issued 
a second IOG on March 21, 2020.35 The Governor’s Office indicated that it did not, however, 
fully defer to the CISA guidance because of its broad nature and the fact that it was only 
advisory in nature and further suggested that its unqualified adoption would have resulted in 
interpretive differences by businesses, law enforcement, and local government. In addition, the 
Governor’s Office explained that adopting the CISA guidance verbatim would have potentially 
allowed a large number of industries that were not critical to maintaining life-sustaining 
resources to continue operations at a time when new COVID-19 cases continued to rise and that 
this was not in alignment with the Governor’s goal of putting public health and safety first. As a 
result, the Governor’s Office decided to use its own criteria to determine whether businesses 
were considered life-sustaining. The Governor’s Office further stated that they did not adopt 
subsequent amendments to the CISA guidance. 
 
As reflected in the above table, the IOG was more complex compared to the CISA guidance 
because the IOG contained “No” answers that prohibited continuation of business activity absent 
a waiver. Additionally, based on the Governor’s Office comments noted in the previous 
paragraph, the IOG was developed to restrict more businesses within Pennsylvania from 
remaining open as compared to the CISA guidance. See the next section for examples of 
Pennsylvania’s use of more narrow guidance. 
 
 
Effects of Pennsylvania’s use of more narrow guidance as compared to federal 
guidance. 
 
Because we could not reasonably quantify the effect of the Governor’s Office use of more 
narrow guidance as compared to the CISA guidance, we instead include some examples in this 
section of the effects on certain Pennsylvania business types that were initially required to close 
but later allowed to reopen or reopen under certain circumstances. Specifically, our examples 
include businesses judgmentally selected based on differences noted during our comparison of 
the state and federal guidance and include food trucks, automobile sales, manufacturing, 
healthcare, and sales of food and beverage products.  
 
Food Trucks 
 
In the “Food and Agriculture” section of the CISA guidance, essential workers listed within the 
bullets included those that support retail operations that sell food and beverage products and also 
                                                           
35 See Finding 2 for discussion regarding the 10 versions of the IOG issued by the Governor’s Office and confusion 
resulting from the evolving guidance. 
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quick serve food operations for carry-out, which would reasonably include food truck workers. 
In Pennsylvania, however, food trucks were initially not allowed to operate because food truck 
businesses are included within the NAICS code for “Special Food Services” and were not 
permitted to operate per the IOG. Both food trucks and caterers are included in the same NAICS 
code. While we understand the need for caterers of events to cease operations during a public 
health emergency, restaurants were permitted to offer take-out food. Closing food truck 
operations created many questions and confusion since the very premise of a food truck is to 
serve take-out food. According to DCED management, food trucks were eventually granted a 
waiver to continue operations with guidance provided by the Pennsylvania Department of 
Agriculture.36  
  
Automobile Sales  
 
The CISA guidance listed employees supporting or enabling transportation functions as essential 
critical infrastructure workers; however, the 10 versions of the IOG during the business closure 
order did not allow automobile dealers to operate.37 Because of this restriction, we found news 
reports indicating that Pennsylvania residents were traveling to Ohio to purchase vehicles 
because Ohio allowed automobile sales.38 Additionally, DCED management provided us with 
correspondence from a legislator to the DCED Secretary that relayed the story of a nurse in 
Pennsylvania whose car was determined to be a total loss in an accident. As a result of the IOG 
prohibiting automobile dealers from operating, the nurse was unable to purchase a replacement 
vehicle in Pennsylvania and instead traveled to Ohio to purchase another vehicle.39 The 
restriction on automobile sales not only adversely affected Pennsylvania automobile dealerships 
but resulted in Pennsylvania residents being forced to travel out-of-state to purchase a vehicle 
necessary to travel to their critical jobs during a time when residents were being asked to limit 
travel in order to limit the spread of the virus. 
 
Manufacturing 
 
Under the Critical Manufacturing sector of the CISA guidance, workers necessary for the 
manufacturing of materials and products needed for the transportation industry were listed as 
essential; however, the 10 versions of the IOG during the business closure order for all seven 
                                                           
36 DCED management did not provide the date when food truck owners began to be granted waivers to continue 
operations with guidance; however, we found that the four food truck businesses selected in our review of 150 
applications (described in Finding 4) received a corrected response to allow operations with conditions on April 21, 
2020. This, however, was not until 32 days after the start of the waiver program on March 20, 2020. 
37 Some exceptions were made in the April 28, 2020 version which referred to the guidance issued on April 20, 2020 
that authorized online vehicle sales. 
38 https://www.autonews.com/dealers/another-woe-dealers-losing-business-nearby-states (accessed June 2, 2021) 
quoted an automobile dealer that had lost vehicle sales to businesses in three bordering states where sales were 
continuing during the pandemic. 
39 According to the MultiState Associates breakdown of guidance found in Appendix F, Ohio followed a modified 
version of the CISA guidance. 

https://www.autonews.com/dealers/another-woe-dealers-losing-business-nearby-states
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industry groups noted in the Transportation Equipment Manufacturing Subsector were listed as 
“No” for continuing operations (except for defense industrial base).40 Therefore, businesses in 
Pennsylvania that manufactured, for example, parts for motor vehicles were not allowed to 
operate, whereas, the CISA guidance listed the workers of these type of manufacturing 
businesses as essential.  
 
Healthcare 
 
CISA guidance listed physicians as essential workers. Although the IOG also allowed physicians 
to continue providing services, it listed an exception stating that elective procedures were 
prohibited. The IOG was therefore more restrictive than CISA guidance which resulted in the 
closing of physician offices whose primary services were to perform elective procedures. 
Although many procedures may be considered elective in theory, patients waiting for corrective 
procedures, such as for their eyes, knees, hips, etc., may consider these procedures critical to 
their quality of life.  
 
Sales of food and beverage products 
 
While the CISA guidance listed workers supporting groceries, pharmacies, and other retail 
businesses that sell food and beverage products as essential workers, the IOG specifically only 
allowed grocery and specialty food stores to continue to operate. Therefore, some businesses in 
Pennsylvania whose primary operation was not considered to be a grocery store, but still sold 
food and beverage products, were not allowed to continue to operate. Non-grocery store small 
businesses wrote in their application requests that they provided food items to local residents 
who rely on these items when they are unable to obtain transportation to grocery stores; however, 
due to the IOG restrictions these businesses were not permitted to operate. This potentially 
created a hardship for people that did not have the means or transportation to travel to grocery 
stores that were permitted to operate. 
 
In conclusion, we recognize the decision to enact the business closure order was certainly a 
difficult decision requiring swift action in an attempt to protect the health and safety of residents 
throughout the state; however, it jeopardized the livelihood of some businesses and its workers 
throughout the Commonwealth. If in the unfortunate event this type of decision is ever needed 
again, we make several recommendations below to assist in this regard. 

                                                           
40 The seven industry groups were related to motor vehicles, aerospace, railroad, ship and boat, and the other 
transportation equipment. 
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Recommendations for Finding 1 
 
We recommend that DCED management, in conjunction with the Governor’s Office:  
 

1. Evaluate or perform a review of public health implications in conjunction with 
business/livelihood impacts of the business shutdown involving members from various 
stakeholders (government agencies, healthcare providers and advocates, businesses and 
business associations, legislature, etc.), along with reviewing other studies conducted on 
these impacts, in order to have a more objective and comprehensive plan in place to 
reduce negative consequences if mandated business closures are necessary in the future.  
 

2. The Governor’s Office should re-evaluate its process for determination of life-sustaining 
and non-life-sustaining industry groups, in consultation with the federal government, the 
General Assembly, other state agencies, and stakeholder groups. 
 

3. The Governor’s Office (or designated state agency) should routinely update its list of life-
sustaining industry groups in order to keep it current in the event of future health or 
security emergencies.  
 

4. Establish a steering committee with members from the General Assembly and 
Governor’s Office to promulgate regulations or recommendations on an ad hoc basis to 
allow businesses identified as non-life-sustaining other means of continuing operations 
(i.e., contactless delivery, appointment-only service, pick up service, etc.) to enable their 
survival in future times of regional or statewide emergency.   
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Finding 2 – The guidance available to businesses and used by DCED to 
determine whether or not businesses are life-sustaining continued to evolve 
throughout the waiver program. 

 
As discussed in Finding 1, the Governor’s Office, in alignment with the Governor’s stated goal 
of prioritizing public health and safety as the number of new COVID-19 cases continued to rise, 
developed its own guidance for determining whether or not businesses were considered life-
sustaining. On March 19, 2020, as part of the initial COVID-19 business closure order, the 
Governor’s Office issued Pennsylvania Industry Operation Guidance (IOG), which contained a 
list of approved life-sustaining industry groups that businesses were to consult to determine 
whether or not they were permitted to remain open. Businesses that were identified on the IOG 
as non-life-sustaining, but who otherwise believed that they could help mitigate the crisis by 
providing a life-sustaining service however, could seek an exemption from the closure orders 
through the business waiver request program (waiver program). The waiver program, 
administered by the Pennsylvania Department of Community and Economic Development 
(DCED), accepted applications from March 20, 2020 through April 3, 2020. See Findings 3, 4, 
and 5 for additional discussion regarding the development of the waiver program and the results 
of our application testing. 
 
Subsequent to the initial IOG version that was issued on March 19, 2020, the Governor’s Office 
issued nine additional versions from March 21, 2020 through May 28, 2020. In addition to the 
information contained in the IOG, during this same time period, the Governor’s Office 
developed the Life Sustaining Business Frequently Asked Questions (FAQ) that was posted on 
DCED’s website to provide additional information regarding the IOG and the waiver program. 
As the IOG was modified and additional questions were raised, the FAQ was also revised.  
 
Overall, DCED posted a total of 15 versions of the FAQ. The following table summarizes the 
dates in which each of the versions of the IOG and FAQ were issued during the waiver program:  
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IOG and FAQ Issue Dates 
 Date IOG FAQ 

Dates that each Version of 
the IOG and FAQ were 
issued during the DCED 
waiver application period. 

March 19, 2020 Version 1  
March 21, 2020 Version 2  
March 24, 2020 Version 3 Version 1 
March 27, 2020  Version 2 
March 31, 2020  Version 3 
April 1, 2020 Version 4 Version 4 

Dates that each version of 
the IOG and FAQ were 
issued subsequent to the 
DCED waiver application 
period.  

April 9, 2020  Version 5 
April 10, 2020  Version 6 
April 14, 2020  Version 7 
April 20, 2020 Version 5  
April 27, 2020 Version 6 Version 8 
April 28, 2020 Version 7  
May 6, 2020  Version 9 
May 7, 2020  Version 10 
May 8, 2020 Version 8 Version 11 
May 11, 2020 Version 9  Version 12 
May 15, 2020  Version 13 
May 22, 2020  Version 14 
May 28, 2020 Version 10 Version 15 

Source: This table was compiled by the staff of the Department of the Auditor General from 
the dates of the IOG and FAQ documents received from DCED management. 

 
As noted in the above table, there were four versions of each of the IOG and FAQ issued during 
the time period that DCED accepted waiver applications. Businesses needed to utilize each of the 
documents, despite their developing guidance, to determine whether they needed a waiver 
request and to complete and submit a waiver application. Furthermore, businesses needed to 
continue to review the evolving IOG and FAQ versions to determine whether the guidance 
changes affected the operations of their businesses. In other words, with each new version of the 
IOG and FAQ came the ongoing responsibility of businesses to ensure that they were utilizing 
the most current versions of the guidance when determining if its business was deemed life-
sustaining. 
 
From the perspective of the administration of the waiver program, it was important for the 
commonwealth employees who processed the waiver applications to understand the specific 
guidance that was relevant on the day the waiver applications were being reviewed in order to 
properly determine whether a waiver should be granted and respond to the business accordingly.   
 
New versions of the IOG were issued whenever the Governor’s Office: (1) changed its decisions 
on which industry groups were deemed life-sustaining, which was indicated in the IOG with 
either a “Yes” or a “No” for each industry group; or (2) made changes in the IOG notes that 
provided additional information or exceptions to the decisions for industry groups. The following 
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table identifies which industry groups were affected by a change and includes the “Yes” or “No” 
decision as it was reported in each of the 10 versions of the IOG listed in the above table: 
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Versions of the IOG  May Continue Physical Operations 

Industry Sector Subsector Industry Group 
NAICS 
Code 3/

19
/2

0 

3/
21

/2
0 

3/
24

/2
0 

4/
1/

20
 

4/
20

/2
0 

4/
27

/2
0 

4/
28

/2
0 

5/
8/

20
 

5/
11

/2
0 

5/
28

/2
0 

N
at

ur
al

 R
es

ou
rc

es
 a

nd
 M

in
in

g 
 

A
gr

ic
ul

tu
re

, F
or

es
try

, 
Fi

sh
in

g,
 a

nd
 H

un
tin

g 

Forestry and 
Logging 

Timber Tract 
Operations 

1131 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 

Forest Nurseries and 
Local Gathering of 
Forest Products 

1132 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 

Logging 1133 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 
Support Activities 
for Agriculture & 
Forestry 

Support Activities for 
Forestry 

1153 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 

M
in

in
g,

 
Q

ua
rr

yi
ng

, 
an

d 
O

il 
an

d 
G

as
 

Ex
tra

ct
io

n 

Mining Coal Mining 2121 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 
Mining Metal Ore Mining 2122 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 
Mining Nonmetallic Mineral 

Mining and Quarrying 
2123 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 

Support Activities for Mining  2131 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 

M
an

uf
ac

tu
rin

g 

M
an

uf
ac

tu
rin

g 

Wood Product Mfg. Sawmills and Wood 
Preservation 

3211 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 

Wood Product Mfg. Veneer, Plywood, and 
Engineered Wood 
Product Mfg. 

3212 No No Yes Yes Yes Yes Yes Yes Yes Yes 

Wood Product Mfg. Other Wood Product 
Mfg. 

3219 No No Yes Yes Yes Yes Yes Yes Yes Yes 

Printing & Related Support Activities 3231 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 
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Versions of the IOG  May Continue Physical Operations 

Industry Sector Subsector Industry Group 
NAICS 
Code 3/

19
/2

0 

3/
21

/2
0 

3/
24

/2
0 

4/
1/

20
 

4/
20

/2
0 

4/
27

/2
0 

4/
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/2
0 

5/
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20
 

5/
11

/2
0 

5/
28

/2
0 

M
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g 

M
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uf
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g 

Nonmetallic Mineral 
Product Mfg. 

Glass and Glass 
Product Mfg. 

3272 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 

Nonmetallic Mineral 
Product Mfg. 

Lime and Gypsum 
Product Mfg. 

3274 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 

Fabricated Metal 
Product Mfg. 

Architectural and 
Structural Metals Mtg. 

3323 N/A N/A N/A No No No No No No No 

Tr
ad

e,
 T

ra
ns

po
rta

tio
n,

 &
 U

til
iti

es
 

W
ho

le
sa

le
 

Tr
ad

e 

Merchant 
Wholesalers, 
Durable Goods 

Lumber and Other 
Construction Materials 
Merchant Wholesalers 

4233 No No Yes Yes Yes Yes Yes Yes Yes Yes 

R
et

ai
l 

Tr
ad

e Food & Beverage 
Stores 

Specialty Food Stores 4452 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 

R
et

ai
l T

ra
de

 

Food & Beverage 
Stores 

Beer, Wine, and 
Liquor Stores (Beer 
Distributors to Remain 
Open) 

4453 Yes N/A N/A N/A N/A N/A N/A N/A N/A N/A 

Food & Beverage 
Stores 

Beer, Wine, and 
Liquor Stores 

4453 N/A Noa/ Noa/ Noa/ Yes Yes Yes Yes Yes Yes 
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Versions of the IOG  May Continue Physical Operations 

Industry Sector Subsector Industry Group 
NAICS 
Code 3/

19
/2

0 

3/
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/2
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3/
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4/
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4/
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n Telecommunications Telecommunications 

Resellers 
517911 No No Yes  Yes  Yes  Yes  Yes  Yes  Yes  Yes  

Fi
na
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ia

l A
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e 

an
d 

In
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e 

Insurance Carriers 
and Related 
Activities 

Insurance Carriers 5241 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 

Agencies, Brokerages, 
and Other Insurance 
Related Activities 

5242 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 

Funds, Trusts, and 
Other Financial 
Activities 

Insurance and 
Employee Benefit 
Funds 

5251 No  Yes Yes Yes Yes Yes Yes Yes Yes Yes 
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es
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al
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d 
B
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s 
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es

 

Pr
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, 
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d 
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l 

Se
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 Accounting, Tax 
Preparation, 
Bookkeeping, and 
Payroll Services 

Accounting, Tax 
Preparation, 
Bookkeeping and 
Payroll Services 

5412 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 
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Versions of the IOG  May Continue Physical Operations 

Industry Sector Subsector Industry Group 
NAICS 
Code 3/
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Other Professional, Scientific, and Technical 
Services 

5419 Yes No No No No No No No No No 

Management of Companies and Enterprises 5511 No N/A N/A No No No No No No No 
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Care Services 
Offices of Dentists 6212 Yes  Yes  Yes  No No No No Yes Yes Yes 
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Accommodation Traveler 
Accommodation 

7211 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 
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 Personal and 
Laundry Services 
 
 
 
 
 

Dry Cleaning and 
Laundry Services 

8123 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 
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Versions of the IOG  May Continue Physical Operations 

Industry Sector Subsector Industry Group 
NAICS 
Code 3/
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 Religious, Grant-

making, Civic, 
Professional, and 
Similar 
Organizations 
 

Civic and Social 
Organizations 
 

8134 Yes No No No No No No No No No 

Private Households Private Households 8141 No Yes Yes Yes Yes Yes Yes Yes Yes Yes 
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Justice, Public Order, 
and Safety Activities 

9211 N/A N/A N/A Yes Yes Yes Yes Yes Yes Yes 

Administration of 
Human Resource 
Programs 

9221 N/A N/A N/A Yes Yes Yes Yes Yes Yes Yes 

Administration of 
Environmental Quality 
Programs 

9231 N/A N/A N/A Yes Yes Yes Yes Yes Yes Yes 

Administration of 
Housing Programs, 
Urban Planning, and 
Community 
Development 

9241 N/A N/A N/A Yes Yes Yes Yes Yes Yes Yes 

Administration of 
Economic Programs 

9251 N/A N/A N/A Yes Yes Yes Yes Yes Yes Yes 
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Versions of the IOG  May Continue Physical Operations 

Industry Sector Subsector Industry Group 
NAICS 
Code 3/

19
/2

0 

3/
21

/2
0 

3/
24

/2
0 

4/
1/

20
 

4/
20

/2
0 

4/
27

/2
0 

4/
28

/2
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5/
8/

20
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11
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28
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Space Research and 
Technology 

9261 N/A N/A N/A Yes Yes Yes Yes Yes Yes Yes 

National Security and 
International Affairs 

9271 N/A N/A N/A Yes Yes Yes Yes Yes Yes Yes 

Executive, Legislative, 
and Other General 
Government Support 

9281 N/A N/A N/A Yes Yes Yes Yes Yes Yes Yes 

N/A - The Sector, Subsector and Industry Group were not listed on that version of the IOG. 
a/ - Except beer distributors permitted. 

Source: This table was compiled by the staff of the Department of the Auditor General from information in each version of the IOG received from DCED 
management.  
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Looking closely at the above table, it is evident that not every version of the IOG had a 
corresponding change in one of the 39 industry groups. For example, there are no industry group 
changes when comparing the May 8, 2020, May 11, 2020, and May 28, 2020, versions. For these 
versions, instead of changes being made to the industry groups themselves, changes were made 
to the notes in the IOG. These notes were added over time, which also necessitated the need to 
issue multiple versions of the IOG. The following are examples of the notes in various versions 
of the IOG: 
 

• Exceptions to a “No” for emergency repairs, pet supplies stores, veterinary services, and 
pharmacies. 

• Exceptions to a “Yes” that prohibited elective procedures and in-person sales and limited 
restaurants to takeout only. 

• Reference to a website to review guidance from the Department of Education for industry 
groups in the Education and Health Services industry. 

• Exceptions as authorized under a version of the CISA guidance for multiple industry 
groups.  

• Exceptions based on cited court orders or similar federal court directives. 
• Child day care services were listed as “No,” but the note indicated, “Except where 

permitted by waiver.” There, however, was no further information regarding how to 
determine who was granted a waiver. In another IOG version, there was a different note 
that indicated, “Refer to Stay at Home Guidance,” but again, no further information was 
provided for where that guidance could be found or what version of the guidance should 
be used.  

• For various construction related industry groups listed as “No,” some of the versions 
included a note indicating that there were exceptions as authorized in the April 20, 2020, 
amendments to the business closure orders; however, there was no link or additional 
information regarding where to find the amendments. 

• Exceptions based on orders from the Department of State or the Department of Health. 
 

As previously stated, in addition to the multiple versions of the IOG, there were multiple 
versions of the FAQ issued. The most substantial changes were included within the March 31, 
2020, and April 1, 2020, versions as follows: 
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March 31, 2020 Version 
• Childcare – The first two versions of the FAQ listed categories of facilities that could 

maintain in-person operations limited to service employees of life-sustaining 
businesses.41 The new version stated that programs must suspend in-person operations 
unless they met one of the four criteria listed.42 

• Notary – Language was added allowing notaries to provide services utilizing audio-
visual technology. 

• Long-term care – Language was added that all long-term care entities were permitted to 
maintain in-person operations as an individual and family service. 

• Car dealerships – Language was added stating that automobile dealers could not continue 
physical sale and leasing operations, but certain activities such as repairs could continue. 
New and used sales at dealerships were not permitted. 

• Apartment leasing offices – Language was added including that only emergency housing 
and emergency maintenance would qualify as life-sustaining services, virtual and 
telework operations must be the primary option, and in-person work was only to be 
performed on the most limited basis possible. 

• Short term rentals – Language was added stating that short term rentals which is 
advertised as a place regularly rented to guests more than three times in a year for 
periods of less than one month, or rented through a home-share website was not 
authorized. A list of exceptions was provided which included businesses such as hotels 
and rentals to persons performing life-sustaining work or travelers engaged in non-
vacation commercial activities.  

 
April 1, 2020 

• Garden centers – Language was added stating that garden centers were not authorized to 
maintain in-person operations. This restriction applied to both independent garden 
centers, as well as those attached to large retail chains or grocery stores. 

 
According to DCED management, the waiver program was built from the ground up in a few 
short days. In fact, DCED management described it as “building the plane in the air.” As a result, 
many of the processes and procedures evolved and changed throughout the short life of the 
waiver program. This in turn necessitated the need to make changes to the life-sustaining 
guidance as time went on. Although it is generally better to limit changes to any program or 

                                                           
41 The categories listed were (1) Child care facilities operating under the Department of Human Services, Office of 
Child Development and Early Learning waiver process; (2) Group and family child care operating in a residence; 
and (3) Part-day school age programs operating under an exemption from the March 19, 2020, business closure 
orders. 
42 The four criteria included (1) Family Child Care Home; (2) Group Child Care Home operating in a residence; (3) 
Child Care Center or Group Child Care Home operating outside a residence that has received a waiver to provide 
care for children of employees of life-sustaining businesses; and (4) part-day school age program that has received a 
waiver to remain open. 
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process in order to avoid confusion, it is understandable that some changes would need to be 
made under these circumstances. 
 
These guidance changes would have been one of many aspects of this program that caused 
confusion among businesses throughout the commonwealth. We discuss the overall difficulties 
and frustration experienced by businesses in Finding 4 and Finding 5. Additionally, these 
guidance changes could have also affected the decisions made by the commonwealth employees 
who processed the waiver applications as discussed in Finding 4 and the potential inconsistent 
decisions among industries as further described in Finding 5.  
 
 
Recommendations for Finding 2 

 
We recommend that in the event that this waiver program (or similar program) is ever utilized 
again, DCED management, in conjunction with the Governor’s Office: 
 

1. Attempt to limit the number of changes made to the respective operating guidance 
developed/utilized. 
 

2. Consider identifying/highlighting any necessary changes made in each version of 
guidance for clarification and ease of use. 
 

3. Provide the link or location to where the document can be accessed for notes added 
referring to an additional source or document to use in order to determine whether a 
business is life-sustaining or not. 
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Finding 3 – Deficiencies related to the development of the waiver program 
resulted in a lack of accountability and transparency. 

 
The Governor’s Office assigned the Pennsylvania Department of Community and Economic 
Development (DCED) the responsibility of administering the business waiver request program 
(waiver program). With that responsibility came the challenge of building the waiver program 
from the ground-up in a few short days. Some of the major processes that DCED management 
needed to develop during that short period of time included the following: 
 

• A mechanism for businesses to provide necessary information to request a waiver (online 
application). 

• A mechanism for tracking the information businesses provided (database). 
• A mechanism for documenting DCED’s process for reviewing applications and the 

decisions made (database). 
• A mechanism for communicating the decisions to the businesses (emails). 

 
Because of the extremely short time period in which DCED was given to develop and implement 
the waiver program, it is reasonable to assume that these mechanisms would have been revised 
as the need for changes became evident once DCED began operating the program.  
 
The focus of this finding is to discuss the development of the waiver program with respect to the 
information requested on the application (including revisions to the application) and the 
information recorded in the two databases.43 We also discuss the lack of retaining certain 
communications that were to be sent to businesses and the lack of establishing the number of 
days (i.e., timeliness) it should take to process an application.44 As a result, the finding is 
organized into the following sections: 
 

• Deficiencies related to the waiver application document.  
 

• Deficiencies related to the information recorded and retained in the two databases. 
 

• Failure to retain certain communications that were sent to businesses.  
 

• Failure to establish a timeframe for processing applications, and taking up to 28 days in 
some cases for DCED to initially process waiver applications. 

 

                                                           
43 The initial database was used until March 26, 2020, when it was replaced by a second database that was used for 
the remainder of the program.  
44 See Finding 4 and Finding 5 where we discuss the effectiveness of DCED’s review of the applications. 
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It is vital that DCED implements improvements to management controls over the waiver 
program to address these issues so that appropriate controls are in place in the event that the 
Commonwealth ever encounters the need to enact another business shutdown. 
 
 
Deficiencies related to the waiver application document. 
 
In total, DCED received 42,380 waiver applications during the period March 20, 2020 through 
April 3, 2020, the closing date of the waiver application program.45 During that period, DCED 
posted online, five different versions of the waiver application for businesses to use to request a 
waiver from the business closure orders.  
 
As described in the Introduction and Background, all versions of the waiver application 
requested the following information: 
 

• Business name, address, and county. 
• Applicant’s name and contact information. 
• Business description and number of employees. 
• Justification as to how the business meets the definition of life-sustaining. 
• How the business planned to meet the CDC’s recommended guidelines to maintain 

employee safety during the pandemic. 
• How many employees would be in the company’s office or physical location. 

 
Based on our review of the five waiver application documents and associated audit procedures, 
we found two deficiencies related to the information requested from the businesses: 
 
1. The business waiver application questions did not provide specific direction to businesses on 

what information to provide in their applications. 
 

DCED management stated that the intent of the online application for the waiver program 
was to make it as easy as possible for applicants to provide information about how their 
businesses qualified as life-sustaining. We found however that some of the questions (e.g., 
business description and justification as to how the business meets the definition of life-

                                                           
45 See Introduction and Background for details regarding the 42,380 waiver applications in the data file provided by 
DCED. We determined that the reliability of this data is sufficiently reliable in regards to completeness and accuracy 
of the application information submitted by businesses, but with significant limitations as to the reliability of data 
regarding the review process, including results of the review process, comments, and responses and/or notification 
letters issued to businesses. Although this determination may affect the precision of the numbers we present, there is 
sufficient evidence in total to support our findings and conclusions as noted in Appendix A. Also, according to the 
then Deputy Chief of Staff for the Governor’s Office, the direction to end the waiver program was verbally 
communicated to various DCED senior staff and no written documentation is available to support this decision. 
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sustaining) were very general and did not provide businesses with specific guidance on what 
should be included in their application.  

 
For example, consideration for granting a waiver was sometimes dependent on the method a 
business planned to provide its product to its customers. It was not until the April 10, 2020, 
version of the Life Sustaining Business Frequently Asked Questions (FAQ) guidance that first 
indicated the method for businesses delivering their product was limited to delivery to a 
customer’s home (pick up at the business by the customer was not permitted except for life-
sustaining items such as food and groceries). It, therefore, would have been beneficial for the 
application to include a question asking the business to provide specific information for how 
it intended to get its product to customers. Without this question, a business may or may not 
have included that its intent was to deliver the product to customers. If, however, a business 
stated that it intended to deliver its product to the customer, DCED may have been more 
likely to grant the waiver. 

 
Another example relates to how the business may have answered the question regarding 
whether they met the definition of life-sustaining. Although the intention of the question may 
have been for the business to provide an explanation as to how the products or services that it 
offers would be considered life-sustaining for the public, businesses may have misinterpreted 
the question, as we found in two of the responses from the selection of 150 applications we 
reviewed and as discussed in Finding 4. In both cases, it appears that the businesses 
responded as to how business operations were life-sustaining as it related to them personally. 
One applicant stated in their justification that their business was life-sustaining because they 
needed to continue to operate to “Make ends meet.” A second business justified remaining 
open by responding, “My livelihood. Unable to collect unemployment.”  
 
With the application questions being general and not providing businesses with sufficient 
direction as to what specific information was necessary for DCED to make the correct 
decision, it was left up to the business to decide the type and amount of information and level 
of detail to include on the application. The justifications provided by the 150 businesses we 
selected for testing regarding how the businesses were life-sustaining ranged from 3 words to 
897 words.46 Applicants’ experience with completing such applications varied greatly, from 
the owners of the smallest businesses across the Commonwealth to executive management 
and potentially legal counsel of large corporations. Applicants may not have fully understood 
how critically important it was to include certain language that DCED was looking for when 
making decisions on applications.  

                                                           
46 The 150 businesses are further discussed in Finding 4 and Finding 5.  



 
 A Performance Audit 
  
 Pennsylvania Department of Community and Economic Development 
 COVID-19 Business Waiver Request Program 
  

 

44 
 

2. Businesses were not required to attest to the accuracy of the information submitted on their 
waiver applications until two days before applications were no longer accepted. 

 
As previously noted, DCED posted five different versions of the waiver application for 
businesses to use to request a waiver from the business closure orders during the 15-day 
period of March 20, 2020 to April 3, 2020. It was not, however, until the final version of the 
application was issued on April 1, 2020, only two days before DCED stopped accepting 
waiver applications, that a section was added requiring the applicant to acknowledge the 
following: 

 
• The applicant read all of the criteria regarding life-sustaining businesses.  
• The business may require and qualify for a waiver. 
• To attest to the truth of information being provided on the application.47  
 
Although we commend DCED for revising the application to include this attestation, which 
is important to help ensure the accuracy of the information presented, we found that 80 
percent of the total applications submitted during the 15-day period did not include this 
acknowledgement. As a result, there was a risk that businesses desperate to continue to 
operate during the pandemic to maintain the livelihoods of the business owners and their 
employees may have added inaccurate or exaggerated language to their applications in an 
effort to obtain a waiver in order to continue operations.  

 
 
Deficiencies related to the information recorded and retained in the two 
databases.   
 
As previously noted, the waiver application was electronic and available online for businesses to 
complete and submit. DCED utilized a database to track the applications that were submitted and 
used the same database to review the applications and document the decisions made. As 
explained in the Introduction and Background, in general, businesses were given a YES for 
granting a waiver, NO for denying a waiver, or Not Required (NR) to indicate that a waiver is 
not necessary and the business can continue to operate. DCED management stated that these 
responses only applied to the portions of the business described in the waiver application. 
Businesses were notified by email of DCED’s decisions.  
 

                                                           
47 The applicant was required to check a box to affirm that: “I verify the following information provided in this 
request for exemption is true and correct to the best of my knowledge and belief. I understand that false statements 
made herein are subject to the penalties of 18 PA. C.S. Subsection 4904, relating to unsworn falsification to 
authorities.” Additional check boxes were also added for the applicant to indicate if he or she had previously 
submitted a request for exemption for this business site. 
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According to DCED, it utilized two databases during the course of the waiver program. The first 
database system was utilized to process applications from March 20, 2020 through March 26, 
2020, and the second database was utilized beginning on March 26, 2020.48 The application 
information and related decisions recorded in the first database were transferred into the second 
database. As a result, the entire population of waiver program application information was 
ultimately housed in that second database.49 In general, the second database processed the 
applications in the same manner as the first database, but the second database allowed for the 
recording of additional information, such as who performed certain steps in the process, and 
provided a comments field that could be used to record other information.  
 
Based on our review of the data file provided by DCED and information provided by DCED 
through subsequent correspondence, we found that all of the steps in the waiver application 
review process were not documented and retained in the databases. In fact, DCED management 
acknowledged that the employees initially reviewing and processing the waiver request 
applications (reviewers) or subsequently reviewing the decisions made regarding the applications 
(i.e., legal counsel or staff from the Quality Control team (QC), as previously discussed in the 
Introduction and Background) were not required to:  
 

(1) Document the justification regarding the initial decision made regarding the application.  
(2) Document the justification regarding any changes made to an initial decision on the 

waiver request. 
 
As a result, the first database did not include a field to capture any decision-making 
justifications. In the second database, although a Comments field was added, based on our 
review of 150 applications as described in Finding 4, justifications were not always included.50 
Therefore, we were unable to validate certain information, such as the basis for decisions made 
on an application or for any changes, if applicable, made to initial responses; who approved the 
change in decision; and who performed the initial and any subsequent reviews of the 
applications, if any. 
 
An electronic process that does not have a physical paper trail should be designed to capture the 
details of all critical steps.51 This is necessary to ensure that the information supporting the 
review and decision-making process is documented and maintained. Without knowing who 
                                                           
48 See the Introduction and Background for additional information regarding the databases. 
49 The data we received to conduct this audit came from the second database. 
50 Of the 150 applications reviewed, the Comments field was blank for 35 entries. The comments for the remaining 
115 entries were very general and indicated that a change in the response had been made and the dates of the 
changes. In some of the entries, the comments indicated that the change was based on “further review” or “legal 
review.” 
51 We consider critical steps to include, but not necessarily be limited to: 1) the initial decision, 2) justification for 
the initial decision, 3) individual making the initial decision, 4) subsequent/changed decision, 5) justification for the 
subsequent/changed decision, 6) individual that made the subsequent/changed decision, and 7) the date(s) that steps 
in the process occurred.  
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processed or reviewed each application, why a decision was made, or why a decision was 
changed later, an outside entity such as an auditor cannot evaluate the reasonableness of the 
decisions and cannot ask the individual who made the decision why the decision was made. 
Additionally, there is a lack of transparency, which can lead to mistrust in government entities 
and the decisions that were made, especially when potential questionable or inconsistent 
decisions ultimately affected the livelihood of businesses or put public health and safety at 
increased risk which we further describe in Findings 4 and 5.  
 
The following describes three other deficiencies related to the information recorded and retained 
in the databases in addition to the lack of recorded justifications for initial decisions and changes 
to decisions, which was discussed above. 
 
1. The identity of who initially reviewed each application was not always recorded in the 

databases. 
 

Based on the data provided related to the 42,380 waiver applications processed, we found 
that the field documenting who performed the initial processing of an application was blank 
for 20,681 of the 42,380 total applications. DCED management stated that the majority of the 
blanks occurred because the first database used from March 20, 2020 through March 26, 
2020 to process 25,152 applications was not designed to capture that information. This field 
did not populate until the second database was implemented. We found, however, this field 
was also blank for 3,723 of the total 17,228 applications processed on or after March 27, 
2020.52 DCED management stated that those fields might be blank if a special notification 
letter was generated instead of a YES, NO, or NR response.53 If a special notification was 
issued, the field was not populated to identify who performed the review. DCED 
management stated that there might have also been instances when the database failed to 
capture reviewer information due to technical issues.  
 
There was consequently no way to determine to whom questions should be addressed 
regarding the processing of those applications. Without a record indicating who performed 
the initial review of each application, there is no audit trail or means to determine which 
reviewer made the decisions regarding waiver applications. 

                                                           
52 DCED management stated that the new system was implemented sometime on March 26, 2020, and therefore 
both systems were used that particular day to process applications. For purposes of this portion of the finding, the 
numbers reported are based on applications that DCED received on March 27, 2020, or later. 
53 For certain types of businesses identified, through a keyword search, a special notification letter was generated 
and sent to the applicant. These included business types such as construction, auto, and golf in which a letter was 
issued to explain which aspects of those types of businesses could or could not continue to operate. 
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2. The databases were not designed to capture subsequent reviews of the initial waiver 
application decisions.  

 
Until QC was assembled on March 24, 2020, or four days after the waiver application review 
process was initiated, decisions made by the initial reviewer were not reviewed to ensure that 
the critical decision as to whether a business could remain open was appropriate.  
 
According to DCED management, all applications were subsequently reviewed and corrected 
responses were issued, as necessary; however, due to the lack of documentation maintained 
in the databases regarding the review process, we were unable to verify this statement. Based 
on the data file provided, of the 42,380 applications, we found that for 42,148 of the 
applications, or over 99 percent, the data field indicating who performed a subsequent review 
was blank. DCED acknowledged that the identity of the QC reviewer would only be 
automatically recorded in the second database if the reviewer made a change. We, therefore, 
could not corroborate DCED’s statement that all applications received a second review.  
 
DCED management further stated that during the waiver program, they knew applications 
were reviewed by QC based on emails that the QC team leader sent to DCED management 
indicating that all the applications processed in that batch of applications were ready for 
notifications to be issued. However, based on our review of examples of these emails, 
because they do not list the names or identification number of the applications, we again 
could not verify that all applications received a second review.  
 

3. Dates and reviewers’ identities in the databases were overwritten.  
 
DCED management stated that the second database only retained the last decision made 
regarding the result of the waiver application review and applicable date rather than 
maintaining a trail showing all of the steps that occurred and decisions made throughout the 
processing of the application. As a result, information such as the initial decision (YES, NO, 
NR) was overwritten if a subsequent review changed the decision. For example, if the 
original decision was a NO but later it was determined that the business met the guidelines 
and was emailed a corrected YES response, the response field would only reflect the final 
decision of YES.  
 
Similarly, in the limited cases where the QC reviewer’s identification was recorded, if a QC 
employee made a decision and then a second QC employee changed that decision, only the 
second (or final) QC employee’s identification would be retained in the databases. Any 
earlier updates were overwritten.  
 
Finally, we found that the database included only one field to record the date when different 
levels of review were performed on an application. Although there were separate fields to 
identify the individuals that: 1) conducted the initial review of an application; 2) reviewed the 
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work performed on an application at the request of the person that performed the initial work; 
and 3) reviewed the work performed on the application as part of the QC process, there was 
only one field that populated the date that work was performed on an application. Therefore, 
the only date included in the database regarding work performed on an application is the last 
date that the application was reviewed by any of the three previously described individuals. 
 
 

Failure to retain certain communications that were sent to businesses. 
 
Although the databases indicate that responses were sent to businesses for applications that 
received a response of YES, NO, or NR, DCED management stated that the email tools used to 
generate NO and NR response emails did not retain copies of the emails. Therefore, DCED could 
not provide evidence to demonstrate that the responses actually communicated to the businesses 
agreed to the decisions NO or NR recorded in the databases.  
 
We also found during our testing of the 150 applications (see Finding 4) that it appears that two 
applicants did not receive a response as to the decision made on their applications. Although 
there is a response indicated for each application, there is no date populated in the notification 
field. DCED management stated that since there was no date recorded, it appears that the 
businesses did not receive a response. Since copies of all of the responses were not retained for 
recordkeeping purposes, we cannot determine whether the businesses were ever appropriately 
issued responses.  
 
Again, given the gravity of the circumstances of the business closure order, it should have been 
imperative that DCED ensure that all businesses were issued the appropriate responses to their 
waiver applications.  Furthermore, in the event of any other business shutdown, it is vital that 
DCED implement essential record retention improvements.  
 
 
Failure to establish a timeframe for processing applications, taking up to 28 
days in some cases to initially process waiver applications. 
 
As part of this audit, we evaluated the processing time of the waiver applications. DCED 
management stated that there was no specific written guidance provided to the reviewers 
regarding the timeframe in which waiver applications should be processed. Given the volume 
with which applications were being received, DCED management further stated that reviewers 
were instructed to review applications in as timely a manner as possible based on the information 
provided by the applicant. A basic web search to verify or check for supporting information was 
also encouraged but not to the detriment of slowing down the review process.  
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As a result of DCED not defining what constituted an appropriate timeframe in which 
applications should be processed, we could not evaluate whether DCED met the intended 
timeframe. We still, however, attempted to calculate the number of days between when 
applications were submitted and when DCED issued businesses an initial response 
communicating the decision. We were unable to determine the amount of time it took to process 
all 42,380 applications since the system only retained the last date associated with a notification 
issued. We were, however, able to perform analysis for 148 of the 150 applications that we 
selected for detailed testing (described in detail in Finding 4) and found that the number of days 
between the application submission date and the initial response being emailed to the applicant 
ranged between 1 and 28 days, with an average of 5.7 days.54 The below table illustrates the 
range of days it took for DCED staff to process the 148 applications and also indicates which of 
the two database systems was utilized to review the applications: 
 

Days to 
Process 

Number of 
Applications 

Applications Processed 
in the First Database 
March 20 – 26, 2020 

Applications Processed 
in the Second Database 
After March 26, 2020 

1   14   8   6 
2   41 39   2 
3   19 14   5 

4-7   42   6   36a/ 

8-14   18   0 18 
15-21   10   0 10 
22-28     4   0   4 
Total 148 67 81 

a/ - 3 of the 36 applications were processed on March 26, 2020, the date the second database was 
implemented. As the result of both databases being used on this date, we are unable to determine 
in which database the three applications were processed. For reporting purposes, we have 
included them with those processed in the second database. 
Source: This table was compiled by the staff of the Department of the Auditor General from 
data received from the Department of Community and Economic Development. We determined 
that the reliability of this data is sufficiently reliable in regards to completeness and accuracy of 
the application information submitted by businesses, but with significant limitations as to the 
reliability of data regarding the review process, including results of the review process, 
comments, and responses and/or notification letters issued to businesses. Although this 
determination may affect the precision of the numbers we present, there is sufficient evidence in 
total to support our findings and conclusions as noted in Appendix A. 

 
As shown in the table, 32 of the 148, or 21 percent, of the applications were not issued a 
response from DCED for more than a week from the date that the businesses submitted their 

                                                           
54 DCED management provided us with the Comments field and copies of some of the notification letters for the 150 
applications selected for testing. From this information, we were able to determine the initial notification date for all 
but two of the applications. For the remaining two applications, dated notification letters were not provided to the 
audit team nor did the comments provided include the date necessary to perform the analysis. 
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application, and for four applications it was more than three weeks. Although we understand that 
DCED faced significant challenges in implementing the waiver program in a limited time period, 
we also understand the frustration expressed by the business community regarding the lack of 
timely responses, particularly in light of potentially life altering impact caused by forced 
business closures. While there was no criteria or precedent for operating in such a pandemic, 
setting timeframes is critically important for DCED to issue a response as promptly as possible 
within those established timeframes which would assist businesses with expectations and 
planning for their operations. 
  
The table also indicates that it generally took longer for DCED to complete its initial review 
when the second database was used. This additional time to initially process applications may 
have been the result of the following: 
 

• The implementation of the QC process that occurred around March 24, 2020. This was an 
extra level of review that would have occurred prior to issuing the initial decision for 
applications received later in the program and, therefore, could have added additional 
processing time. 

• The second database included a function to categorize applications based on a search of 
keywords. If a keyword was found in an application, the application would be placed in a 
high priority category.55 If none of the keywords were found during the search, then the 
application was assigned to the lower priority category. This may have delayed the 
processing of certain applications. 

 
Without establishing a timeframe for processing applications, risk increased that DCED may not 
have made critical decisions and responded timely to the businesses trying to operate under very 
difficult situations, which was evidenced by our results in certain cases. 
 
In conclusion, we understand that the need for the waiver program was the result of an 
unprecedented worldwide pandemic and that DCED was tasked with developing and 
implementing the program within a very short time period. Additionally, it is reasonable that 
DCED needed to adjust the program and its processes when weaknesses were identified or 
improvements became evident. We point out these deficiencies to ensure improved 
accountability and transparency in the event it is necessary to implement another waiver 
program.  

                                                           
55 The categories DCED considered a higher priority were life-sustaining industries related to medical, food and 
agriculture, emergency services, defense, water, essential communication, chemical manufacturing, essential 
transportation, and energy and nuclear facilities. 
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Recommendations for Finding 3 
 
We recommend that in the event this waiver program (or similar program) is ever utilized again, 
DCED management, in conjunction with the Governor’s Office: 

 
1. Ensure that the waiver application document includes detailed instructions regarding the 

amount and type of information necessary to process the application and a section for the 
applicant to attest to the accuracy of the information provided on the application. 
 

2. Ensure that the database information cannot be overwritten. 
 

3. Ensure that the database maintains a record of each step of the review process including, 
but not limited to, the following: 
 

a. Who performed the initial and any subsequent reviews of the applications. 
b. The justification for the decisions made on applications, including initial and 

subsequent decisions, if appropriate. 
c. The dates that each step in the process occurred. 

 
4. Ensure that a quality control team or supervisory review process is established at the 

inception of the program and continually reviewed for effectiveness throughout the 
process. 

 
5. Maintain copies of all correspondence issued to applicants through a documented record 

retention system. 
 
6. Establish guidance on the timeframe for reviewers to process applications and provide a 

response to applicants.  
 
7. Develop a monitoring tool for evaluating the timeliness of processing applications and to 

ensure that all applications are processed. 
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Finding 4 – Questionable decisions by DCED for certain waiver requests 
potentially resulted in detrimental effects for businesses and an 
unnecessarily increased risk to public health.  

 
As previously described in this report, the Pennsylvania Department of Community and 
Economic Development (DCED) implemented the business waiver request program (waiver 
program) “on the fly”, without being able to thoroughly think through and properly plan the 
entirety of the program design and implementation. These circumstances brought challenges and 
the need for changes to be made as DCED was operating the program. It further prevented 
DCED from developing typical policies and written procedures and formal training for 
employees (including the reviewers, who processed the applications, or the customer service 
team, who staffed the call center) to use, many of which were from the Governor’s Office, 
different Commonwealth agencies, and other areas within DCED.56  
 
DCED management, however, stated that the continually evolving Pennsylvania Industry 
Operation Guidance (IOG) and Life Sustaining Business Frequently Asked Questions (FAQ) 
served as formal written policies and procedures for the waiver program, which likely caused 
challenges for reviewers determining whether businesses could continue to operate and call 
center staff providing consistent guidance to businesses. Further, these documents did not 
contain information regarding required procedures and management controls, such as 
documenting decision-making justifications and reviewing and approving decisions made for the 
waiver applications. In addition, rather than formal training, daily online conversations, Skype 
calls, and conventional conference calls were utilized to allow the group of reviewers to compare 
notes and experiences in dealing with common requests.  
 
With the above understanding and concerns described within Findings 1, 2, and 3, the focus of 
this finding is to assess if waivers were properly granted or denied based on testing a selection of 
applications. Note that we discuss our analysis regarding whether responses were consistent 
within selected industries in Finding 5.  
 
 
The process for selecting the 150 waiver applications we reviewed. 
 
DCED management provided a data file that included the information submitted with the 42,380 
waiver applications, as well as the available documentation of the review work performed to 
process the applications, with the exception of a comments field that could be used by reviewers 

                                                           
56 DCED management stated that those reviewing the waiver applications consisted of as many as 63 individuals. 
Details regarding the call center are described in the Introduction and Background. 
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to make notes.57 Management did not provide the comments field for all 42,380 waiver 
applications because DCED stated that the comments potentially contained privileged 
information, which would take extensive time to review and redact, if necessary, before 
providing the information to us. We, therefore, did not have the comments available when 
judgmentally selecting the 150 applications for review.  
 
It is important to keep in mind that the information regarding the work performed to process the 
applications was limited as described in detail in Finding 3. Specifically, the database systems 
used to process the applications did not retain information on all of the steps that occurred during 
the review process. Instead, it only retained the information applicable to the last step performed 
unless a reviewer manually documented decisions and the dates that they occurred in the 
comments field. Additionally, DCED did not require reviewers to document any justification for 
granting or denying waivers.  
 
As a result of the limited information retained in the database and DCED’s refusal to provide 
comments within the data file they provided, we could not identify which applications were 
issued a change to their initial responses (e.g., YES – waiver granted to NO – waiver denied) 
during the waiver program. Therefore, we requested that DCED management provide us with a 
list of the applications from businesses who were issued a change to their initial response.  
 
Accordingly, DCED management performed a review of the database, including what was 
posted to the comments field. Based on this review, DCED provided a list of 443 applications 
from businesses who were issued a change to their initial responses from YES to NO, NO to 
YES, Not Required (NR) to NO, and NO to NR.58 DCED management acknowledged, however, 
that due to technological limitations, there may be more applications whose responses were 
changed that were not included on the list. As a result, we may not have been provided with a 
complete population of businesses that received a change to its responses from DCED. 
 

                                                           
57 As discussed in a later section of this finding, DCED did provide us with the comments field for our selection of 
150 applications but redacted a portion of the comments for one of the applications. See Introduction and 
Background for details regarding the 42,380 waiver applications in the data file provided by DCED. We determined 
that the reliability of this data that was provided is sufficiently reliable in regards to completeness and accuracy of 
the application information submitted by businesses, but with significant limitations as to the reliability of data 
regarding the review process, including results of the review process, comments for the 150 applications selected for 
testing, and responses and/or notification letters issued to businesses. Although this determination may affect the 
precision of the numbers we present, there is sufficient evidence in total to support our findings and conclusions as 
noted in Appendix A. 
58 See Introduction and Background for a description of response types (YES, NO, and NR). DCED management 
also provided us with a list of an additional 80 applications whose responses changed from YES to NR or NR to 
YES. We did not select applications to review from these lists, since these changes allowed the businesses to 
continue to operate, at least in some capacity. 
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Using the list of 443 applications with response changes, we judgmentally selected 114 
applications for review.59 Additionally, in order to do a comparison of responses within 
industries, discussed in Finding 5, we selected the following nine industries: (1) appliance 
sales/service; (2) notary; (3) pet services; (4) beauty salons; (5) massage; (6) gyms; (7) 
greenhouse/florist; (8) real estate; and (9) construction to perform analysis on the consistency of 
responses within each industry.60 Our selection of 114 applications included 44 businesses 
within these nine industries. We judgmentally selected an additional 36 applications from the 
42,380 data file provided by DCED from one of those nine industries to make up our selection of 
150 applications.61 The following table shows the breakdown of the responses issued to the 150 
applications as reported in the data file:   
 

Response a/ 

Number of 
Applications That 

Were Issued A 
Response Change 

Number of 
Additional 

Applications From 
Selected Industries 

Total Number of 
Applications 

Selected for Review 
YES   33 15 48 
NO   54   6 60 
Not Required (NR)   27 12 39 
No response 
listed/Blank fields     0   3           3b/ 

Total 114 36 150c/ 
a/ - See Introduction and Background for a description of response types (YES, NO, and NR). 
b/ - Instead of a response, the business was issued a construction notification letter outlining what 
construction-related operations were permissible; however, the application was not requesting to 
perform construction-type operations.  
c/ - To assess reliability of the information provided by DCED in the data file for these selected 
applications, we sent confirmation emails to the 157 individuals that submitted the applications for 
these 150 respective businesses. (Some businesses had two applications submitted on its behalf that 
came from different individuals.) We requested confirmation of the accuracy of the application 
information and final responses and notification letters issued to the businesses listed in the data file 
provided to us from DCED. We did not receive a response from 57, however, the remaining 100 
individuals confirmed the accuracy of the application information. One individual noted a difference in 
the number of employees reported, which we determined to not be a significant issue. One responded 
that they were unsure of the accuracy. Eight individuals described issues with the responses issued by 
DCED some of which are described in a later section of this finding. 

Source: This table was compiled by the staff of the Department of the Auditor General from data received 
from the Department of Community and Economic Development. We determined that the reliability of this 
                                                           
59 Based on the review of information provided by DCED, we determined that for 9 of the 114 applications, the 
change in response to the application occurred prior to DCED issuing the business the initial notification; therefore, 
those businesses were only issued one response to that application. 
60 The nine industries were selected for review based upon the general knowledge that businesses within these 
industries were generally not permitted to continue to operate during the business closure orders; however, we found 
through a review of responses in the data file provided by DCED businesses within these industries that they were 
granted a waiver to continue operations. 
61 Of the 150 applications, 80 were within one of the nine industries that we analyzed for initial response consistency 
in Finding 5. 
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data is sufficiently reliable in regards to completeness and accuracy of the application information 
submitted by businesses, but with significant limitations as to the reliability of data regarding the review 
process, including results of the review process, comments, and responses and/or notification letters 
issued to businesses. Although this determination may affect the precision of the numbers we present, 
there is sufficient evidence in total to support our findings and conclusions as noted in Appendix A.  
 
Although DCED did not provide the comments field data for the 42,380 applications within the 
data file as previously noted, DCED did provide us with the comments field for our selection of 
150 applications.62 Based on our review of the information provided by DCED in the data file of 
waiver applications and decisions made for our selection of 150 applications, along with our 
review of the notification letters issued, and correspondence to the Governor’s Office and DCED 
from businesses, lobbyists, and legislators, we grouped our results into the following three areas, 
which are further described in the sections that follow: 
 

• Results of our testing of 150 waiver applications. 
• Unclear language regarding application decisions included in notification letters sent to 

businesses. 
• Effects correspondence sent to the Governor’s Office and/or DCED had on responses to 

waiver applications. 
 
We also found responses to businesses that do not appear to be consistent with other businesses 
within the same industry, which we address in detail in Finding 5. 
 
 
Results of our testing of 150 waiver applications. 
 
Our review of the 150 applications determined that the complexity and frequency of the updates 
to the IOG and FAQs, as discussed in Finding 2, along with the application and system database 
deficiencies addressed in detail in Finding 3, created subjectivity within the waiver program and 
challenges for its reviewers. Additionally, applicants could include as much or as little 
information as they wanted when answering the general questions included on the application, 
which may have caused challenges for the reviewers who heavily depended on the amount and 
accuracy of information. This includes the accuracy and specific language provided by 
applicants which was needed by reviewers to make the proper decision to grant or deny waivers. 
We also found during our review of the application data file, and confirmed by DCED 
management, that many businesses submitted multiple applications that required individual 
evaluation. This added work for reviewers and, therefore, it slowed down the process. 
 
These challenges for reviewers may have contributed to why we found many businesses that 
either were issued an inappropriate response, were issued a response that we believe to be 
questionable based on information provided in the application and applicable waiver program 
                                                           
62 DCED redacted a portion of the Comments for one of the 150 applications. 
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guidance, or were not issued a response. In fact, we found only 31 of the 150 applications, or 
approximately 20 percent, that we could definitively agree with all of the responses issued by 
DCED. For the remaining 119 applications, or nearly 80 percent, we either disagreed with the 
responses issued or questioned the responses issued to some degree. The following summarizes 
the results of our review performed for the responses issued to the 150 businesses, which we 
address in detail in the sections that follow:  
 

• Final responses issued to 103 businesses appeared reasonable.  
• Responses issued to 45 businesses appeared questionable. 
• Responses not issued to 2 businesses. 

 
Final responses issued to 103 businesses appeared reasonable 
 
Based on our review of the 150 applications, we found that the final responses issued to the 
businesses that submitted 103 of these applications appeared reasonable. Of these 103 
applications we found the following: 
 

• All the responses issued to businesses related to 31 applications appeared reasonable. Of 
these 31, only one response was issued to 11 businesses, and both an initial response and 
updated response was issued to the remaining 20 businesses. For the 20 applications 
issued changed responses, it appears, and in some cases was confirmed by DCED 
management, that updated responses were issued due to either a change in the guidance 
occurring after the initial response was issued or additional information was provided by 
the business. 

 
• Although we questioned the initial responses issued to businesses related to 72 

applications, we found that the updated final responses issued to these businesses 
appeared reasonable. DCED management stated that changes to these responses occurred 
for a variety of reasons, including new interpretations of existing guidance based on the 
best information available at the time and their efforts toward continuous improvement of 
the program. The need for changes to the responses supports the previously described 
challenges that reviewers faced during the application review process. The explanation 
for why responses were initially issued was, however, not documented. We were 
therefore unable to determine the basis for issuing these initial responses.  

 
We took issue with the initial responses issued for the 72 applications which later were issued 
corrected responses and found that the questionable responses had varied effects on the 
businesses. For instance, businesses that were issued a NO response that later changed to a NR or 
YES were initially notified that they were unable to continue with operations when they may 
have been able to continue with at least a portion of their operations. Conversely, some 
businesses may have been permitted to operate for a period of time when they should have 
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remained closed. The following presents three examples for which we consider the initial 
response to application to be questionable:  
 
Example 1: A tobacco store appeared to have initially been issued a YES response because it 

indicated on its application that, in addition to its primary products, it also sold 
food. Forty-five days later, this application was reviewed again and the response 
was changed to NO. DCED management stated that although a business may sell 
food items, it did not constitute a grocery store, which were permitted to operate, 
and, therefore, the response was changed to NO.  

 
Example 2: A massage business was issued a YES response on April 16, 2020, that was changed 

to NO on May 21, 2020. Correspondence provided to us by DCED indicated that 
this change was made two days after DCED received an email from another 
business in the massage industry complaining that this business was allowed to 
operate. DCED management stated that massage therapy was always considered 
non-life-sustaining; however, reviewers were permitted to take into consideration 
elements such as service to hospitals and other critical-care facilities and whether 
the service itself was medically necessary. Therefore, it is likely that this business 
was issued an initial response of YES due to language in the application referencing 
the services the business provides to health care workers.  

 
Example 3: A business was issued a response of NO that was later changed to YES. According 

to DCED management, the response change was issued because after further 
review, the reviewer determined that the business was part of the supply chain for 
medical and defense industries. We found, however, that language referencing the 
business’ support of these industries was included in the application when it was 
initially processed and was issued the NO response. The timing of both the initial 
review and the later change to a YES response, which we agree with, occurred after 
additional correspondence was sent to DCED noting that the business supported 
life-sustaining operations. Correspondence sent to the Governor’s Office and 
DCED on behalf of businesses and the impact that it may have had on the 
timeliness of applications being reviewed and a corrected response issued is 
described in a later section in this finding. 

 
Responses issued to 45 businesses appeared questionable 
 
Based on our review of the 150 applications, we found responses to the businesses that submitted 
45 of these applications to be questionable. We corresponded with DCED as to our concerns 
related to the decisions made regarding these applications. In response, DCED generally agreed 
that a different response for 11 of these applications would have been more appropriate; 
however, for the remaining 34 applications, DCED either questioned the legitimacy of our 
concerns regarding the responses provided to the businesses or did not comment. 
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The following describes the type of incorrect responses that were issued to the 11 businesses 
generally agreed to by DCED management: 
 

• 4 businesses were issued YES responses that should have been NO. 
• 2 businesses were issued NO responses that should have been NR responses. 
• 2 businesses were issued an initial response of NR that were later changed 

inappropriately to NO.  
• 3 businesses did not have any decision listed in the Response column in the data file we 

received from DCED. The businesses instead were issued construction notifications; 
however, they were not requesting to perform construction-related services.  

 
The results of these decision errors by reviewers had real-life negative consequences to 
businesses that should have been able to operate but instead were notified that they had to 
close.63 Conversely, other businesses were incorrectly notified that they could continue with their 
operations providing non-life-sustaining products or services, which in turn potentially caused 
unnecessary risk to public health. Finally, some businesses never received responses as to 
whether they were able to continue with their business operations. DCED management stated 
that the software used for keyword searches may have erroneously identified these businesses to 
send a construction notification. 
 
With regard to the remaining 34 applications that DCED management either questioned our 
concerns with the responses provided to the businesses or did not comment, we believe that the 
responses appear questionable based upon: (1) our understanding and interpretation of the 
applicable guidance; (2) information included in the application that did not contain enough 
support for the response; or (3) the inclusion in the application of requests to provide multiple 
types of products or services, not all of which were considered to be life-sustaining according to 
applicable guidance.  
 
The following describes three examples of the type of questionable responses that were issued to 
the remaining 34 businesses:  
 
Example 1: A massage business appears to have been issued a NR response due to its 

application indicating that it was offering services to health care staff and for pain 
management issues; however, it did not indicate that it would limit its services to 
only those individuals.64  

                                                           
63 DCED management stated that the NO response issued to businesses only applied to the specific operations listed 
in their waiver application and was not intended to preclude the business from performing any other work that 
otherwise was allowed by the business closure orders. We further discuss unclear language regarding application 
decisions included in notification letters sent to businesses later in this finding. 
64 The IOG dated March 19, 2020, contains language at the top that notes that in extenuating circumstances, special 
exemptions will be granted to businesses that are supplying or servicing health care providers. Therefore, an 
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Example 2: A greenhouse business whose response changed from NR to NO had requested to 
fill phone orders through either pick up or delivery to the customer. Pick up by 
customers was not permitted, however, delivery to customers was permitted. Rather 
than clarify in the initial NR response that only delivery of items was allowable, 
DCED changed the response to NO and likely caused frustration and confusion to 
the business as to what they were permitted to do. 

 
Example 3: One business response changed from NO to NR. The NO response appeared 

reasonable, as the business name and its website appears to indicate that it is a 
picture frame shop. DCED management stated that the response was changed to NR 
because the application listed woodworking, which was allowable according to the 
IOG. In this case, however, it is questionable as to the primary operation of the 
business. 

 
The responses and corrections to responses that we found to be questionable potentially had 
varied effects on those businesses. In many cases, businesses that were issued a corrected NO 
response may have continued with portions of their operations that were not allowable. This may 
have occurred due to various reasons. For example, the business may not have received the 
corrected NO response.  We contacted the applicants that submitted the applications for the 150 
businesses we selected for testing and three businesses responded that they received the initial 
response (which was either a YES or NR) but did not receive the corrected NO response.65  
 
Another business responded that they received both the initial YES response and corrected NO 
response; however, they dismissed the NO response thinking it was an error because it came in 
the form of an email from DCED. The YES response, however, was in a letter with the 
Governor’s Office letterhead and was signed by the Governor and the then-Secretary of Health. 
As further described in the next section of this finding, the difference in the format of a YES 
compared to a NO response notification was a possible cause of confusion to businesses. 
Regardless, as a result of businesses that were not providing life-sustaining products or services 
being issued either a YES or NR response that allowed them to continue with operations, 
individuals were put at an unnecessary risk of exposure during a time when public health and 
safety was a priority. 
 
As previously noted, the review of applications was a subjective process. We acknowledge that 
conducting our review of applications and responses at a later date is from a different perspective 
than when the applications were being initially processed and reviewed during the height of the 
pandemic and business closure orders. We have the benefit of hindsight as to what transpired 
during the waiver program and of all of the changes to the applicable guidance provided to the 
                                                           
application that included words such as “health care providers,” whether or not the description was accurate, may 
have been issued a favorable response from reviewers. 
65 See further information regarding confirmation emails sent to businesses explained in Tickmark c/ in the table 
earlier in this finding. 
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reviewers and the quality control team (QC) that made decisions on the applications during the 
waiver program. The information on the waiver application and applicable guidance that we 
reviewed during our audit procedures however was the same information that was initially 
viewed by the reviewers. 
 
Responses not issued to two businesses  
 
For two business, although there is a response indicated for each application in the dedicated 
response field in the data file provided by DCED (one a YES and the other a NO), there is no 
date listed in the notification field.66 DCED management stated that due to the lack of a date in 
the notification field, it appears that the businesses did not receive a response. These businesses, 
therefore, were left with no answer from DCED as to whether they could continue with their 
operations. An additional, potentially detrimental, effect was that the business with the YES 
response was requesting to produce personal protective equipment that was in short supply and 
vitally important during the pandemic.  
 
 
Unclear language regarding application decisions included in notification 
letters sent to businesses.  
 
As previously mentioned in one example above, the language included in the waiver decision 
responses (YES, NO, or NR) emailed to businesses by DCED lacked clarity and could have led 
to confusion for businesses as to what, if any, business operations they could continue to 
perform.  
 
For example, businesses that received a NR response might have considered this to be approval 
to continue with full, normal operations. The language in the NR letter stated that based on the 
information submitted in the application, it appeared that the business was not required to close 
that specific area of operations already considered to be life-sustaining as per the guidelines. The 
specific areas of operation considered to be life-sustaining, however, were not listed in the NR 
response to make clear to the business what portions of the operations could continue.  
 
According to DCED management, the NR response meant that businesses could continue with 
only the portions of the business that met the guidelines. It is doubtful however, that businesses 
would know which specific sections to which the notification was referring. It is also 
questionable as to whether the businesses that were aware of which specific areas of their 
operations were considered life-sustaining abided by the instructions to only operate those 

                                                           
66 These two businesses differ from three businesses previously discussed that were only issued construction 
notifications. The three businesses had no response decisions listed in the data file, while these two businesses, 
however, had responses listed in the data file but no notification dates, indicating that the responses listed were not 
actually sent to the businesses. 
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portions of their business. Additionally, similar businesses that did not offer the same life-
sustaining operations and were instructed to close may have been confused and questioned why 
other businesses remained open.67 The appearance of inconsistency within industries is further 
described in detail in Finding 5. 
 
Regarding NO responses issued to businesses, according to DCED management, this response 
only prohibited the specific work described on its application. The response did not preclude the 
business from performing any other work that otherwise was allowed by the business closure 
orders. Although that may have been DCED’s intent when issuing a NO response, the email 
notifying an applicant of a NO response contained the following language: 
 

In response to your request for an exemption from the applicability of the 
COVID-19 Orders… it has been determined that the business operations 
identified above must remain closed. 

 
Based on the above language, it is understandable that the businesses may have interpreted the 
language to mean that they needed to close all operations rather than DCED’s intention that the 
NO response did not preclude the business from performing other types of operations permitted 
under the business closure orders. Similarly, regarding YES responses issued to businesses, 
although language in the response letter stated that, “. . . to the extent described in the business’ 
application, the business could continue to operate,” businesses could have easily misinterpreted 
or chosen to continue with full operations. 
 
We found DCED staff might have also been aware of this possible lack of clarity and related 
confusion based on their internal DCED waiver program correspondence. For example, during 
our review of such internal DCED correspondence, we noted that one of the emails between the 
review team and DCED management language stated:  
 

Keep in mind, the waiver letter as it is in its current form has language that says 
your waiver pertains only to that part of your business operation which is life-
sustaining. So hopefully the interpretation is folks read that and realize the 
cosmetic might need to wait. 

 
This comment may have been specific to one application related to cosmetic construction-related 
work as opposed to structural work, but the sentiment regarding the language in the standard 
notification letter seems to indicate that DCED was aware that businesses may interpret the 
language differently than what was intended; however, language included on the response 
notifications to businesses were not edited to alleviate this concern.  

                                                           
67 For example, while distilleries that converted their operations to produce and sell hand sanitizer were granted 
waivers to sell hand sanitizer, other distilleries that did not convert their operations were not permitted to remain 
open. 
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We understand the enormity of DCED’s task to implement the waiver program; however, since it 
had a major impact on the livelihoods of Commonwealth businesses, it is vital that DCED 
ensures clarity of their responses to reduce confusion and frustration among businesses for any 
other future waiver programs. 
 
 
Effects correspondence sent to the Governor’s Office and/or DCED had on 
responses to waiver applications. 
 
According to DCED management, there was no official appeal process implemented for 
businesses. We found, however, an avenue utilized by businesses to question the waiver 
decisions received from DCED. Specifically, either the business or an outside party on the 
business’ behalf would contact a staff member within the Governor’s Office and/or DCED. 
DCED management confirmed that they were contacted by individuals outside of the businesses 
that included both lobbyists and the Pennsylvania General Assembly (legislators).  
 
As part of our audit procedures, we requested DCED provide us with all of the written 
correspondence received by the Governor’s Office, the Department of Health, and DCED from 
legislators and lobbyists regarding businesses that applied for a waiver. We reviewed 574 pages 
of correspondence received from DCED.68 The correspondence included 159 emails representing 
approximately 153 businesses and 7 text messages regarding 4 businesses.69  
 
Fourteen of the 153 businesses were part of the previously discussed 150 business applications 
that we selected for our audit review. We reviewed the correspondence regarding those 14 
businesses to determine the content of the request in the correspondence. We found the 
correspondence were general requests that the business application be reviewed and considered 
for a waiver. Some correspondence provided additional information not included on the initial 
application submitted. It appears this information was added to support why a business that had 
already received a NO response was life-sustaining, along with a request that the application be 
reviewed again.  
 

                                                           
68 The completeness and content of all correspondence provided by DCED management is of undetermined 
reliability. Although this determination may affect the precision of the numbers we present, there is sufficient 
evidence in total to support our findings and conclusions as noted in Appendix A. 
69 Multiple emails referenced the same business name; however, we were unable to determine if they were referring 
to the same business. To be conservative, for reporting purposes, we counted those with the same name as being one 
business. Additionally, some of the emails pertained to industries (i.e., construction) as a whole rather than for a 
specific business. Regarding texts, two referred to the construction industry in general and one referred to a business 
already included in the email count of 153 businesses. 
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We also compared the dates of correspondence to the Governor’s Office or DCED to the dates of 
the responses issued by DCED to businesses.70 We found that the information in the emails may 
have been available and possibly utilized when making decisions on waiver applications for 13 
of the 14 businesses.71  
 
As the result of the emails potentially having an impact on 13 of the waiver application 
decisions, we performed additional audit procedures to determine if we agreed with the 
responses sent to the businesses or whether it appeared that the correspondence may have 
influenced the reviewer to make a questionable decision. We found the final responses issued to 
each of the 13 businesses appeared to be reasonable based upon the information provided in the 
applications, correspondence, and applicable guidance.72 Although correspondence does not 
appear to have had an undue influence on the type of response issued to businesses, it is possible 
that applications may have been evaluated and a response or corrected response issued sooner 
than they would have been through the regular application review process performed by QC.73  
 
In addition to the previously discussed 14 businesses, there were 48 emails for 64 businesses that 
were also dated prior to the date that DCED issued a response to the businesses.74 We also 
performed audit procedures related to these 64 businesses and determined similar to the 14 
businesses we reviewed above, the responses issued to the businesses appeared to be reasonable 
based upon the information provided in the waiver applications and the emails. The emails and 
texts for the remaining 79 businesses were either dated after DCED issued its final response to 
the business, and therefore would not have had an effect on response decisions, did not include a 
date, referred to a business not listed in the waiver application data file received from DCED, or 
no business name was included in the email or text. 

                                                           
70 We acknowledge that we are only able to determine the date the email or text was sent and not when or if it was 
read by reviewers or played a part in the decision-making process. 
71 Emails for seven of the businesses were dated prior to both the initial and corrected response notification dates; 
six emails were dated after the initial response notification date but prior to the corrected response; and emails 
regarding one business were dated after both the initial and corrected response notification dates. 
72 Each of the 14 businesses were issued an initial and corrected response from DCED. The results from our review 
of the initial responses determined that six of the initial responses appeared reasonable but found the remaining eight 
initial responses to be questionable. We did, however, agree with all 14 of the corrected responses issued. 
73 The six businesses whose emails were dated after the initial response notification date but prior to the corrected 
response (all of which changed from NO to either YES or NR), the corrected responses were within 1 to 4 days of 
the correspondence for 4 of the 6 businesses. 
74 Some emails listed multiple business names; for example, one email included the names of three different 
businesses. 
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Recommendations for Finding 4 
 
We recommend that DCED management, in conjunction with the Governor’s Office, make the 
following improvements in the event this type of business waiver program is ever needed again: 

 
1. Ensure that the decisions for all waiver applications are reviewed and approved by a 

second reviewer (e.g., Quality Control) prior to issuing responses to businesses. 
 

2. Develop well-defined evaluation procedures for Quality Control to ensure that all 
businesses which have made application for waivers or sent inquiries to DCED receive an 
accurate and clear response. 
 

3. Develop and implement clear and concise procedures for a monitoring process to ensure 
that all responses are issued to businesses for all waiver applications submitted. 
 

4. Ensure that the language included in the responses to waiver requests is clear as to what 
specific portion(s) of the business’ operations are permitted to operate and which are 
required to close. 
 

5. If a keyword search is used to identify applications that should receive a general industry 
notification letter, implement a review of those applications by a second reviewer (e.g., 
Quality Control) to confirm that based on the nature of the request in the waiver 
application, the industry notification letter is appropriate. 
 

6. To assist in improving upon issues discussed in the findings in this report, develop a 
planning tool for any future business closure orders that includes the guidance reviewers 
should use when evaluating applications; documents necessary steps of the review 
process; and a requirement to retain support for decisions made.  
 

 
 



 
 A Performance Audit 
  
 Pennsylvania Department of Community and Economic Development 
 COVID-19 Business Waiver Request Program 
  

 

65 
 

Finding 5 – Responses to businesses were inconsistent among businesses 
within the same industry. 

 
In addition to the results discussed in Finding 4 regarding the reasonableness of waiver request 
applications that were granted or denied, we also performed procedures to evaluate whether 
initial waiver application decisions were consistent among businesses within particular 
industries.75 We decided to limit our evaluation to the first response provided to the applicant 
since corrections to the responses, where applicable, were generally not issued until early May 
2020, or at least a month after the applications were accepted. We selected nine industries to 
review that were generally considered non-life-sustaining and, therefore, not permitted to 
continue physical operations. These industries included appliance sales/service, gyms, beauty 
salons, massage, notary, pet services, real estate, construction, and greenhouse/florist-related 
businesses. We determined that 80 of the 150 applications selected for testing as described in 
Finding 4 were within one of these nine industries, and the results in this finding are limited to 
those 80 applications. 

                                                           
75 Decisions made on applications included the following response notifications issued to businesses: YES, NO, Not 
Required (NR). See Introduction and Background for a description of response types. 
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The following table summarizes the 80 businesses within the nine industries and results of our 
review for consistency of initial responses issued to businesses within each of the industries:76 
 

Industry 

Number of 
Applications 
Within the 
Industry 

Initial 
Response 
Appeared 
Consistent 

with 
Responses in 

the Same 
Industry 

Initial 
Response Did 
Not Appear 
Consistent 

With 
Responses in 

the Same 
Industry 

Industry 
Response 

Consistency 
Analysis 
Was Not 

Performeda/ 

Business 
Did Not 

Receive a 
Responseb/ 

Appliance 
Sales/Service   7 0   6 0 1 
Gyms   6 0   5 0 1 
Beauty salons   6 1   0 4 1 
Massage   5 0   5 0 0 
Notary   6 0   6 0 0 
Pet services   9 0   9 0 0 
Real estate 10 1   5 3 1 
Construction   9 6   3 0 0 
Greenhouse/Floristc/ 22 7 15 0 0 

Total 80 15 54 7 4 
a/ - Operations requested on the application were outside of the typical operations of the industry. For example, a 
salon requesting to only sell hand sanitizer, and a real estate business requesting to provide management and 
maintenance support services to properties. Although we analyzed the reasonableness of decisions made on the 
applications, we did not analyze consistency of responses to other businesses within the same industry. 
b/ - Response analysis could not be performed as a result of DCED not issuing a response to the business or 
issuing a construction notification instead of a response. Finding 4 discusses these issues. 
c/ - Greenhouse industry included businesses with names and business descriptions that included greenhouse, 
nursery, garden center, and landscaping. Seventeen of these businesses were greenhouse-related and five were 
florist-type businesses. 

 
As noted in the above table, of the 80 applications we attempted to evaluate for consistency 
within the respective industry, we were only able to draw conclusions on 69 applications. 
Additionally, after evaluating the nine applications related to the construction industry, we found 
that they had varied responses due to the different types of projects included in the businesses’ 
waiver applications. In other words, the decisions DCED issued to these applicants were 
dependent in part upon whether the request was for a project related to a life-sustaining industry, 
such as a medical building or energy-related project. As a result, we decided to exclude the 

                                                           
76 We considered inconsistent responses to be, for example, those businesses receiving a YES or NR which allowed 
them to continue with at least some portion of their operations in industries that as a whole were generally 
determined to be non-life-sustaining and, therefore, not permitted to operate. Applicable guidance includes the 
Pennsylvania Industry Operation Guidance (IOG) and Life Sustaining Business Frequently Asked Questions (FAQ), 
both of which are discussed in detail in Finding 1 and Finding 2. 
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results of our construction industry application review from our results, which are categorized 
into the four areas summarized below.  
 
1. Waiver applications processed early in the waiver program were reviewed differently than 

those processed later in the waiver program.  
 
As previously discussed in Finding 4, DCED management stated that the individuals 
performing the initial review of applications (reviewers) were permitted to take into 
consideration elements such as service to the health care industry when making a decision on 
a waiver. Reviewers may have therefore considered certain language or words in the 
applications as sufficient support for approving a waiver early in the process. We found 
applications within the pet and massage industries that appear to have been approved based 
upon language in the application indicating that they were providing services to health care 
professionals. DCED management stated that these types of claims by businesses became 
more prevalent over time and reviewers, therefore, became skeptical regarding this type of 
language when approving such waivers as the program progressed.   
 
Additionally, the reviewers processing applications later in the program had additional 
guidance and a better understanding of the definition of what was and was not “life-
sustaining.” Still, overall, and in spite of the gained skepticism and additional knowledge, the 
waiver review process appears to have been very subjective and heavily dependent on 
wording used in the individual applications. The change in the way language in applications 
was considered over the course of the waiver review process appears to have contributed to 
the inconsistency in responses.  

 
2. Including key words in the application often resulted in favorable, but questionable, 

responses. 
 

As noted in Finding 3, business waiver application questions did not provide specific 
direction to businesses on what information to provide in their applications. It was therefore 
up to the individual completing the application to determine how much or how little 
information to include when trying to explain why their business should be considered 
eligible for a waiver to the business closure order. As a result, the amount of information and 
justifications provided by businesses varied widely between applications. Some businesses 
included what would become, as described in the below examples, key information that 
reviewers were looking for in order to make the decision to issue a YES or NR response to a 
business in an industry in which most businesses were required to close. Other businesses 
within the same industry performing exactly the same operations may have received a NO 
response because they did not include the key words or phrases that other businesses 
receiving YES or NR responses included in their applications. The following are examples of 
information provided by businesses that appear to have resulted in the initial approval of their 
waiver applications or the response of an NR: 
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• Real estate and gym-related applications included a statement that they would limit the 
number of people in the office/building. 

• Pet grooming applications included language that in addition to providing pet grooming 
services, the business sold pet food. Pet supply stores were permitted to operate per the 
Pennsylvania Industry Operation Guidance (IOG). 

• Pet grooming applications included a statement that they would have no personal 
interaction with customers. 

• A notary business application stated that it was only providing online messenger services 
(permitted per the IOG) to support transportation activities (an industry deemed to be 
essential).  

• A notary business application included language that not only requested to perform 
notary services for customers purchasing a car, but also included in its business 
description a reference to payroll services. DCED management stated that the application 
was issued a NR response, likely with the intent to allow only the processing of payroll 
since those services were otherwise permitted. It is reasonable to assume based on the 
lack of further clarification that a business might have interpreted the NR response as 
being able to perform all business operations, not just payroll services.  

• Greenhouse business applications may have been approved due to included language 
regarding providing landscaping services, which was permitted, and selling plants to 
grow food. DCED did not indicate why the applications initially received a YES or NR 
but stated that corrections were made to change the responses to NO after a review of the 
applications found that these businesses indicated their operations included retail sales.    

• Two gym applications indicated that their businesses wanted to only provide medical-
related services to specific clients. When questioned, DCED management responded that 
since the businesses were not requesting the full gym to be open but only asking to 
provide medical-related services for patients, they received a YES response. This meant 
the gym could only offer the services provided in the justification. Depending on how the 
businesses chose to view the response, they may have operated at full service or even if 
they only provided the medical-related services requested in their applications, the 
general public would have seen that they were allowed to be open at a time when many 
other gyms were not allowed to operate.  

 
The examples above illustrate the subjectivity of interpreting application language without 
questions targeted at soliciting key information in a uniform and unbiased manner. The use 
of certain words appears to have resulted in responses of YES or NR being issued to 
businesses in industries that generally were not permitted to continue operations. 

   
3. Appearance of inconsistency within an industry due to how businesses stated they would 

deliver their product to customers. 
 
The April 10, 2020 version of the Life Sustaining Business Frequently Asked Questions 
(FAQ) indicated that orders could continue to be fulfilled if delivered to the customer’s 
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home. DCED management stated that curbside pickup of non-life-sustaining items was not 
permitted, so for businesses that indicated they planned to offer curbside pickup of items, 
their applications were denied. For example, a florist indicated that they would be delivering 
their product to the customer and did not indicate curbside pickup as an option. This florist’s 
application was therefore approved by DCED. This may appear to the public as an 
inconsistency within the industry that the business had been approved to continue operating 
when other businesses were instructed to close.77  
 

4. Inconsistent responses to businesses regarding retail sales versus repair of appliances. 
 

The March 24, 2020 FAQ indicated that in-home emergency repairs were allowable but not 
in-person sales of appliances. Within the appliance industry, we found the following varying 
DCED responses to six of the applications that we determined to be inconsistent within the 
appliance industry: 
 
• Two applications that appear to be primarily requesting to perform repairs received a NO 

response.  
• Two applications that requested to perform appliance sales and service received either a 

YES or NR.  
• One application that requested to sell appliances received a YES. 
• One application that requested to sell appliances (and included a reference to the sale of 

appliances to local hospitals) received a NR response.  
 

We found the consistency of the above responses questionable in terms of industry responses 
regarding what types of operations were permitted. DCED management stated that some of 
the above responses may have been issued prior to the clarification provided in the FAQ 
regarding retail sales versus repairs of products; however, none of the above responses were 
changed during any subsequent reviews performed of the applications. Although DCED 
management stated that NR responses only permitted allowable portions of operations and 
that a NO response did not prohibit businesses from performing allowable operations, these 
responses lacked clarity for the business applicants. They also resulted in businesses within 
the same industry observing similarly situated businesses receiving a NR or YES response, 
which presumably allowed them to continue the sales portion of their operations.  

 
As described above, the initial responses to several applications were inconsistent within the 
industries reviewed as shown in the table and examples presented. The examples demonstrate the 
subjective review of language included in applications that resulted in inconsistent responses, or 
the appearance of inconsistent responses.  
 

                                                           
77 We did not, as part of our audit procedures, confirm how businesses operated after receiving approval to continue 
to operate. 
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We want to point out that many of these businesses received subsequent responses, generally in 
early May 2020, which in many cases helped to correct industry inconsistencies discussed above. 
This appears to be due to DCED, four days into the waiver program, establishing a quality 
control team (QC) who subsequently performed a review of applications that had previously 
been issued responses without any secondary review. These corrections, although necessary, 
demonstrated to the public that DCED made some initial decisions that were inaccurate and 
therefore inconsistent with similar businesses in the respective industries. This in turn caused 
frustration and distrust among members of the public in the decisions made by DCED related to 
the waiver program. 
 
 
Recommendations for Finding 5 

 
We recommend that DCED management, in conjunction with the Governor’s Office, make the 
following improvements in the event this type of business waiver program is ever needed again:   
 

1. Ensure that the review process includes a detailed evaluation of decisions made regarding 
waiver request applications for businesses within the same industries in order to ensure 
the consistency of responses. 
 

2. Ensure that whenever there is a change in guidance, all applications previously processed 
for that industry are immediately and carefully reviewed to determine if a corrected 
response is necessary and, if so, send corrections to the businesses affected in a timely 
manner. 
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Pennsylvania Department of Community and Economic Development’s 
Response and Auditor’s Conclusion 

 
We provided copies of our draft audit findings and related recommendations to the Pennsylvania 
Department of Community and Economic Development (DCED) for its review. On the pages 
that follow, we included DCED’s response in its entirety. Following DCED’s response is our 
auditor’s conclusion. 
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Audit Response from the Pennsylvania Department of Community and 
Economic Development 
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Auditor’s Conclusion to the Pennsylvania Department of Community and 
Economic Development’s Response 

 
Pennsylvania Department of Community and Economic Development (DCED) management 
stated that they might disagree with some aspects of the findings, however, they found all of the 
recommendations to be very constructive. Additionally, DCED wants to learn from this prior 
experience in the event that a similar program ever becomes necessary again. Although DCED 
management did not state that overall they were in agreement with the findings, management’s 
response only indicates a few small areas of concern. We provide further clarifications and 
emphasis based on our evaluation of management’s response to our findings and 
recommendations below. Note that in any instances where DCED refers to audit report page 
numbers in its response, these page numbers refer to a draft report and do not correspond to page 
numbers in this final report. Instead, please refer to finding and recommendation numbers along 
with the content referenced. 
 
DCED indicated that it wanted to put the waiver program into further context for readers of the 
final report and provided background on the waiver program. We acknowledged in our report the 
short amount of time that DCED had to implement the waiver program and the challenges that it 
faced under the circumstances. We acknowledged in our report, as DCED stated in its response, 
that the federal guidance was advisory in nature and each state was responsible for identifying 
essential workers related to COVID-19. Regarding DCED’s comment to the second 
recommendation in Finding 1, we did not suggest that they operated in a vacuum, nor that they 
did not perform any outreach to stakeholders. Our recommendation is that the Governor’s Office 
re-evaluate its process for determination of life-sustaining and non-life-sustaining industry 
groups in consultation with other various stakeholders, based on what was learned during the 
waiver program, as to whether changes should be implemented to improve the process if needed 
again in the future. 
 
Regarding DCED’s comment to the third recommendation in Finding 2 that the Life Sustaining 
Businesses List and the Frequently Asked Questions documents were featured prominently on 
multiple state government websites, our recommendation was not regarding a link or location of 
those documents. Instead, we are referring in our recommendation to the notes included in the 
various versions of the Pennsylvania Industry Operation Guidance, which referred to an 
additional source or document to utilize to determine whether a business was life-sustaining or 
not. We recommend that locations for these additionally referenced sources of information 
should be linked to the respective notes. 
 
DCED management stated in its response regarding Finding 3 that only 0.03 percent of valid 
requests were not processed out of the 42,380 wavier requests received and that every business 
deserved a response. Although we did not validate this number, we commend DCED’s intention 
to strive for a better response rate in any similar program in the future.  We agree, and reiterate 
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the importance of DCED developing monitoring tools to ensure that all applications are 
processed so that all businesses are issued a response as to whether they can continue with their 
operations, especially given the effects on businesses and the livelihood of their workers. 
Additionally, we understand DCED’s response for Finding 4 regarding the benefit of hindsight 
and possibly making different decisions after-the-fact.  While we understand why DCED states 
in its responses regarding a YES or NO response to a waiver request, the finding described what 
we believe to be unclear language in the notification letters sent to businesses. Specifically, the 
language regarding what, if any, business operations they could continue to perform. While the 
intentions of DCED were certainly clear in its desire to communicate approval or disapproval of 
a waiver application, that message was not always clear to the businesses receiving their 
responses. We recommend DCED ensure letters are clear and specific in this regard to benefit 
businesses and avoid potential confusion.  
 
Regarding Finding 5, DCED commented in its response that most apparent inconsistencies were 
based more on perception than reality. We agree that some of the inconsistencies were based on 
perception due to certain businesses having distinct delivery verses pickup processes. For 
example, some businesses planned to deliver their products to customers directly which differed 
from other businesses within the same industry that only offered curbside pickup, which was not 
permitted. We, however, found other instances where DCED provided inconsistent responses to 
businesses within the same industry that were requesting to provide the same services in the 
same manner. We therefore continue to recommend that DCED perform a detailed evaluation of 
decisions made to ensure the consistency of response in the program if it is ever again needed in 
the future.  
 
Overall, we believe that our recommendations, if properly implemented, will assist to improve 
this program, or any similarly situated program, if ever needed again in the future and, therefore, 
our recommendations remain as stated. 
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Appendix A Objectives, Scope, Methodology, and Data Reliability 
 
The Department of the Auditor General (DAG) conducted this performance audit of the 
Department of Community and Economic Development (DCED), regarding the waiver request 
program, under the authority of Sections 402 and 403 of The Fiscal Code of the Pennsylvania 
Statutes.78 We conducted this audit in accordance with applicable Government Auditing 
Standards, issued by the Comptroller General of the United States. Those standards require that 
we plan and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable 
basis for our findings and conclusions based on our audit objectives.79 
 
Objectives 
 

1. Evaluate the criteria used to deem a business as life-sustaining versus non-life-sustaining 
and compare the criteria with national guidelines. [See Findings 1, 2] 
 

2. Evaluate the development of the waiver request program and DCED’s process for 
reviewing businesses’ requests, including the development of the waiver application, the 
criteria utilized, the processing time, and the guidance provided to businesses. [See 
Findings 2, 3] 
 

3. Evaluate and determine whether waivers were granted or denied consistently and in a 
timely manner. [See Findings 3, 4, 5] 
 

Scope 
 
The audit period was from March 6, 2020, the date of the Governor’s COVID-19 disaster 
emergency declaration, through June 5, 2020, the date the last Pennsylvania counties were 
moved into the “yellow” reopening phase, unless otherwise noted.80  
 
 
 

                                                           
78 72 P.S. §§ 402 and 403. 
79 U.S. Government Accountability Office. Government Auditing Standards. 2018 Revision. 
80 The Governor’s Office released guidance on the phased re-opening of businesses by region or county. As defined 
by the Governor’s Office, the red phase had the sole purpose of minimizing the spread of COVID-19 through strict 
social distancing, non-life-sustaining business closures, school closures, and building safety protocols. The yellow 
phase meant some restrictions on work and social interaction would be eased while others, such as closures of 
schools, gyms, and other indoor recreation centers, hair and nail salons, as well as limitations around large 
gatherings would remain in place. The green phase eased most restrictions with the continued suspension of the stay 
at home and business closure orders to allow the economy to strategically reopen while continuing to prioritize 
public health. https://www.governor.pa.gov/process-to-reopen-pennsylvania/ (accessed June 4, 2021). 

https://www.governor.pa.gov/process-to-reopen-pennsylvania/
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DCED is responsible for establishing and maintaining effective internal controls to provide 
reasonable assurance of compliance with applicable laws and regulations, contracts, grant 
agreements, and administrative policies and procedures. In conducting our audit, we obtained an 
understanding of DCED’s internal controls, including information system controls.  
 
Standards for Internal Control in the Federal Government (also known as and hereafter referred 
to as the Green Book), issued by the Comptroller General of the United States, provides a 
framework for management to establish and maintain an effective internal control system.81 We 
used the framework included in the Green Book when assessing DCED’s internal control 
systems. 
 
The Green Book’s standards are organized into five components of internal control. In an 
effective system of internal control, these five components work together in an integrated manner 
to help an entity achieve its objectives. The five components contain 17 related principles, listed 
in the table below, which are the requirements an entity should follow in establishing an effective 
system of internal control.  
 
We determined that all of the internal control components are significant to our audit objectives. 
The table below represents a summary of the level of our internal control assessment for 
effectiveness of design (D); implementation (I); or operating effectiveness (OE), that we 
performed for each principle for our three audit objectives with respect to DCED, along with a 
conclusion regarding whether issues were found with the principles and if those issues are 
included in a finding.82 

                                                           
81 Even though the Green Book was written for the federal government, it explicitly states that it may also be 
adopted by state, local, and quasi-government entities, as well as not-for-profit organizations, as a framework for 
establishing and maintaining an effective internal control system. The Pennsylvania Governor’s Office adopted 
these federal standards for all Commonwealth agencies within Management Directive 325.12 Amended, dated May 
15, 2018. https://www.oa.pa.gov/Policies/md/Documents/325_12.pdf. 
82 The Green Book, Sections OV3.05 and 3.06, states the following regarding the level of assessment of internal 
controls. Evaluating the design of internal control includes determining if controls individually and in combination 
with other controls are capable of achieving an objective and addressing related risks. Evaluating implementation 
includes determining if the control exists and if the entity has placed the control into operation. Evaluating operating 
effectiveness includes determining if controls were applied at relevant times during the audit period, the consistency 
with which they were applied, and by whom or by what means they were applied. 

https://www.oa.pa.gov/Policies/md/Documents/325_12.pdf
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Component Principle 
Level of 

Assessment Objective Conclusion 
Control 

Environment 
 

1 The oversight body and 
management should 
demonstrate a 
commitment to 
integrity and ethical 
values. 

D 1, 2, 3 No issues 
found 

2 The oversight body 
should oversee the 
entity’s internal control 
system. 

D, I, OE 2, 3 See Findings 
3, 4, 5 

3 Management should 
establish an 
organizational 
structure, assign 
responsibility, and 
delegate authority to 
achieve the entity’s 
objectives. 

D, I 2 See Finding 
4 

4 Management should 
demonstrate a 
commitment to recruit, 
develop, and retain 
competent individuals. 

D 2 No issues 
found 

5 Management should 
evaluate performance 
and hold individuals 
accountable for their 
internal control 
responsibilities. 

D 3 No issues 
found 

Risk Assessment 6 Management should 
define objectives 
clearly to enable the 
identification of risks 
and define risk 
tolerances. 

D 2 See Finding 
3 

7 Management should 
identify, analyze, and 
respond to risks related 
to achieving the 
defined objectives. 

D, I, OE 2, 3 See Findings 
3, 4 

8 Management should 
consider the potential 
for fraud when 

D 3 No issues 
found 
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Component Principle 
Level of 

Assessment Objective Conclusion 
identifying, analyzing, 
and responding to risks. 

9 Management should 
identify, analyze, and 
respond to significant 
changes that could 
impact the internal 
control system. 

D, I 2 No issues 
found 

Control 
Activities 

 

10 Management should 
design control activities 
to achieve objectives 
and respond to risks. 

D, I, OE 2, 3 See Findings 
3, 4 

11 Management should 
design the entity’s 
information system and 
related control 
activities to achieve 
objectives and respond 
to risks. 

D, I 2 See Finding 
3 

12 Management should 
implement control 
activities through 
policies. 

D 1, 2 See Findings 
1, 2, 4 

Information and 
Communication 

13 Management should 
use quality information 
to achieve the entity’s 
objectives. 

D, I, OE 1, 2 See Findings 
1, 2, 3 

14 Management should 
internally communicate 
the necessary quality 
information to achieve 
the entity’s objectives. 

D, I 1, 2 See Findings 
1, 2, 4 

15 Management should 
externally 
communicate the 
necessary quality 
information to achieve 
the entity’s objectives 

D, I, OE 1, 2 See Findings 
1, 2, 4 

Monitoring 16 Management should 
establish and operate 
monitoring activities to 
monitor the internal 

D, I, OE 2, 3 See Findings 
3, 4, 5 
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Component Principle 
Level of 

Assessment Objective Conclusion 
control system and 
evaluate results. 

17 Management should 
remediate identified 
internal control 
deficiencies on a timely 
basis. 

D, I, OE 2, 3 See Findings 
4, 5 

 
Government Auditing Standards also require that we consider information systems controls 
“…to obtain sufficient, appropriate evidence to support the audit findings and conclusions.”83 
This process further involves determining whether the data that supports the audit objectives is 
reliable. In addition, Publication GAO-20-283G, Assessing Data Reliability, provides guidance 
for evaluating data using various tests of sufficiency and appropriateness when the data are 
integral to the audit objective(s).84 See our assessment in the Data Reliability section that 
follows.  
 
Our procedures to assess the design, implementation, and/or operating effectiveness accordingly 
are discussed in the Methodology section that follows. Deficiencies in internal controls that we 
identified during the conduct of our audit and determined to be significant within the context of 
our audit objectives are summarized in the conclusion section below and described in detail 
within the respective audit findings in this report.  
 
Conclusion for Objective 1: 
 
While our assessment of management’s design of controls did not find issues related to Principle 
1 regarding commitment to integrity and ethical values, we found issues regarding implementing 
control activities through policies and communicating information both internally and externally 
regarding the guidance related to the business waiver program. The Governor’s Office was 
responsible for developing the criteria used in Pennsylvania to deem a business as life-sustaining 
versus non-life-sustaining. This criteria was developed based on decisions made by the 
Governor’s response team and formalized in writing in guidance that was issued externally for 
use by Pennsylvania businesses and internally for use by commonwealth employees selected to 
review waiver applications submitted by businesses. Our audit procedures found, as described in 
detail in Findings 1 and 2, that Pennsylvania’s guidance was revised multiple times throughout 
the waiver program, which caused confusion for businesses and challenges for reviewers making 
decisions on waiver applications. Additionally, Pennsylvania guidance was more restrictive than 
federal guidelines. 
                                                           
83 U.S. Government Accountability Office. Government Auditing Standards. 2018 Revision. Paragraph 8.59 through 
8.67. 
84 U.S. Government Accountability Office. Assessing Data Reliability, December 2019. 
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Conclusion for Objective 2:  
 
Our assessment of management’s design of controls did not find issues related to Principles 1, 4, 
and 9 regarding commitment to integrity and ethical values, recruiting and retaining competent 
individuals, and responding to changes impacting internal control. We determined however, that 
due to the short period of time in which the waiver request program was developed, there were 
challenges and the need for changes to be made during the wavier program which resulted in 
concerns related to the remaining principles applicable to Objective 2. Concerns included:  (1) 
designing, documenting, and implementing control activities for the waiver process and the 
database utilized to process waiver request applications; (2) defining risk tolerances and 
responding to risks; (3) ensuring that quality, accurate information was obtained from 
businesses; (4) internally and externally communicating information regarding the waiver 
program; and (5) implementing procedures to document monitoring activities that occurred 
during the waiver process. 
 
These issues are described in detail in Findings 2 and 3 and specifically include the design of the 
waiver application, the database utilized to document and retain information regarding the 
waiver applications and reviews performed, justification for decisions made on applications, and 
approvals of decisions made for applications. Additionally, the guidance developed by the 
Governor’s Office used by both businesses and the commonwealth employees reviewing waiver 
applications continued to evolve throughout the waiver process which caused confusion among 
businesses and may have affected the decisions made by those processing the waiver 
applications. DCED also did not establish a timeframe for processing applications and based on 
the design of the database used to process applications, we were unable to determine the 
timeliness of DCED processing and issuing a response to businesses for all applications 
submitted. 
 
Conclusion for Objective 3: 
 
Our assessment of management’s design of controls did not find issues related to Principles 1, 5, 
and 8 regarding commitment to integrity and ethical values, evaluating performance of 
individuals and considering the potential for fraud when responding to risks. We determined, 
however, that due to the short period of time in which the waiver request program was 
developed, there was a need for changes to be made during the wavier program. This resulted in 
concerns related to the remaining principles applicable to Objective 3. Concerns included: (1) 
designing, documenting, and implementing control activities for the waiver process and the 
database utilized to process waiver request applications; (2) responding to risks; and (3) 
implementing procedures to document monitoring activities that occurred during the waiver 
process. 
 
These issues are described in detail in Findings 3, 4, and 5 and specifically include questionable 
decisions made for certain waiver requests, including issuing inconsistent responses to 
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businesses within the same industry and not issuing responses to all waiver requests. 
Additionally, DCED did not establish a timeframe for processing applications and based on the 
design of the database used to process applications, we were unable to determine for all the 
applications the timeliness of DCED issuing a response to businesses. 
 
Methodology 
 
The following procedures, listed by objective, were performed to address our audit objectives. 
Items selected for testing within this audit were based on auditor’s professional judgment. The 
results of our testing, therefore, cannot be projected to, and are not representative of, the 
corresponding populations. 
 
Objective 1 
 

• Reviewed DCED’s Internal Control Green Book Self-Assessment completed by DCED 
for fiscal year 2019 to determine what controls DCED indicated that it had in place 
regarding each of the 17 principles within the five components of internal control in order 
to establish an effective system of internal control. [All Principles] 
 

• Corresponded with the Governor’s Office to determine its role regarding decisions on 
developing the criteria for what businesses were considered to be life-sustaining. 
[Principles 13, 14, 15] 
 

• Interviewed and corresponded with DCED management and staff in order to: 
 
 Gain an understanding of the development of the criteria used to deem what 

businesses were considered to be life-sustaining. [Principles 12, 13] 
 Gain an understanding of the timeline and changes that occurred during the 15 

days in which the waiver program accepted applications for items such as 
application revisions, updates to guidance, updates to the database systems, and 
implementation of the QC review team. [Principles 12, 13] 
 

• Reviewed and, if applicable, assessed the changes made to the following executive 
orders, guidance issued by the federal government and the Governor’s Office, and waiver 
program documents prepared by DCED applicable to the waiver program: [Principles 12, 
13, 14, 15] 
 
 Governor’s executive order closing all non-life sustaining businesses, effective 

March 19, 2020. 
 The then Secretary of Health’s order regarding life-sustaining businesses, 

effective March 19, 2020. 
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 The March 19, 2020 version of the Department of Homeland Security, 
Cybersecurity & Infrastructure Security Agency’s (CISA) guidance to states and 
local governments regarding the essential critical infrastructure workforce during 
COVID-19. 

 The 10 versions of the Pennsylvania Industry Operations Guidance (IOG) issued 
by the Governor’s Office that identified the industry groups deemed to be life-
sustaining. 

 The 15 versions of the Life Sustaining Business Frequently Asked Questions 
issued by the Governor’s Office. 
 

• Compared the CISA and IOG guidance in an attempt to identify the differences in which 
business sectors/industries were deemed to be essential/life-sustaining.  
 

• Reviewed analysis performed by the MultiState Associates regarding which states, as of 
April 13, 2020, had issued their own guidance pertaining to businesses deemed to be 
essential under the Stay-at-Home orders instead of utilizing the CISA guidance. 
 

Objective 2 
 

• Reviewed DCED’s Internal Control Green Book Self-Assessment completed by DCED 
for fiscal year 2019 to determine what controls DCED indicated that it had in place 
regarding each of the 17 principles within the five components of internal control in order 
to establish an effective system of internal control. [All Principles] 
 

• Reviewed DCED’s organizational charts and documents listing the individuals 
(reviewers) assigned to review waiver applications and those assigned to the Quality 
Control (QC) review team. The review was performed to determine who was assigned 
responsibility for the task assigned to DCED to perform the steps involved in processing 
applications in the waiver program. [Principle 3] 
 

• Corresponded with the Governor’s Office to determine its role regarding decisions on 
developing: 
 
  The criteria for what businesses were considered to be life-sustaining. [Principles 

13, 15] 
 The questions included on the waiver request application document. [Principle 

13] 
 The design of the waiver request program and review process. [Principles 10, 11, 

13, 15] 
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• Interviewed and corresponded with DCED management and staff in order to: 
 
 Gain an understanding of management controls DCED had in place in order to 

establish an effective system of internal control as determined to be significant 
within the context of our audit objectives. [Principles 2, 10, 11, 16, 17] 

 Gain an understanding of the development of the waiver program, including the 
waiver request application, and the process used to review and document 
decisions made on business waiver request applications. [Principles 6, 7, 9, 10, 
11, 16, 17]  

 Determine what staff were assigned to review waiver request applications. 
[Principle 3] 

 Gain an understanding of what guidance was provided to businesses and 
reviewers utilized during the waiver process to determine what businesses were 
considered to be life-sustaining. [Principles 14, 15] 

 Gain an understanding of what training regarding the waiver program was 
provided to reviewers and DCED call center staff. [Principles 12, 14] 

 Gain an understanding of what guidance was provided to businesses that 
contacted the DCED call center. [Principles 12, 15] 

 Gain an understanding of the development and use of the database systems to 
record the waiver application information submitted by businesses and 
information relating to the review of applications. [Principles 10, 11, 16, 17]  

 Gain an understanding of the timeline and changes that occurred during the 15 
days in which the waiver program accepted applications for items such as 
application revisions, updates to guidance, updates to the database systems, and 
implementation of the QC review team. [Principles 2, 3, 7, 9, 11, 16, 17] 

 Determine if any timelines were in place regarding processing and reviewing an 
application and issuing a response to businesses that submitted a waiver 
application. [Principles 10, 16, 17] 

 Gain an understanding of the review and approval process in place regarding 
decisions made on applications and how the database systems were designed to 
document that process. [Principles 10, 11, 16, 17] 
 

• Reviewed and, if applicable, assessed the changes made to the following executive 
orders, guidance issued by the federal government and the Governor’s Office, and waiver 
program documents prepared by DCED applicable to the waiver program: [Principles 6, 
7, 9, 10, 11, 13, 15, 16, 17] 
 
 Governor’s executive order closing all non-life sustaining businesses, effective 

March 19, 2020. 
 The then Secretary of Health’s order regarding life-sustaining businesses, 

effective March 19, 2020. 
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 The March 19, 2020 version of the Department of Homeland Security, 
Cybersecurity & Infrastructure Security Agency’s (CISA) guidance to states and 
local governments regarding the essential critical infrastructure workforce during 
COVID-19. 

 The 10 versions of the Pennsylvania Industry Operations Guidance (IOG) issued 
by the Governor’s Office that identified the industry groups deemed to be life-
sustaining. 

 The 15 versions of the Life Sustaining Business Frequently Asked Questions 
issued by the Governor’s Office. 

 The five versions of the online waiver application to determine the difference in 
questions asked on each version. 

 The emails and call center script provided to individuals who staffed the DCED 
call center. 

 Criteria for Reviewing Waiver Requests developed by DCED for the waiver 
program reviewers. 

 Tips and Guidance developed by DCED for the waiver program reviewers. 
 

• Reviewed correspondence between DCED management and the reviewers regarding 
daily discussions pertaining to questions on the issues being encountered during the 
review process. [Principles 7, 9, 16, 17] 
 

• Obtained a list prepared by DCED management of 443 of the total 42,380 total 
applications whose businesses were issued a change to their waiver application response. 
The types of changes included: (1) Yes to No, (2) No to Yes, (3) Not Required to No, and 
(4) No to Not Required. [Principles 7, 9, 17] 
 

• For each of the 150 applications selected for testing from the 42,380 waiver applications 
submitted by businesses (see our selection methodology for these 150 applications 
described in detail under Objective 3), we performed the following procedures: 
 
 Determined if the information in the response and/or industry-type notification 

letters issued to the businesses agreed with the dates and the response and/or 
industry-type notification letter listed in the data file. [Principle 13] 

 Determined if identification of who made the response decisions and changes, if 
any, regarding the waiver application was recorded in the data file. [Principles 10, 
11] 

 Determined if information is documented in the data file to support that internal 
controls were established to ensure that the decisions made on waiver applications 
were reviewed and approved for appropriateness. [Principles 10, 11]
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 Compared the date each business submitted its application to the date that DCED 
issued a response or industry-type notification letter to the business to determine 
the timeliness of DCED processing applications.  
 

• Reviewed the language included in the YES, NO, and Not Required (NR) response letters 
issued to businesses to determine the clarity of the language used to notify businesses of 
DCED’s decision on their waiver request. [Principle 15] 

 
Objective 3 
 

• Reviewed DCED’s Internal Control Green Book Self-Assessment completed by DCED 
for fiscal year 2019 to determine what controls DCED indicated that it had in place 
regarding each of the 17 principles within the five components of internal control in order 
to establish an effective system of internal control. [All Principles] 
 

• Corresponded with the Governor’s Office to determine its role regarding decisions on 
developing the design of the waiver request program and review process. [Principle 10] 
 

• Interviewed and corresponded with DCED management and staff in order to: 
 
 Gain an understanding of management controls DCED had in place in order to 

establish an effective system of internal control as determined to be significant 
within the context of our audit objectives. [Principles 2, 10, 16, 17] 

 Gain an understanding of the development of the waiver program, including the 
waiver request application, and the process used to review and document 
decisions made on business waiver request applications. [Principles 8, 10, 16, 17]  

 Gain an understanding of the timeline and changes that occurred during the 15 
days in which the waiver program accepted applications for items such as 
application revisions, updates to guidance, updates to the database systems, and 
implementation of the QC review team. [Principles 2, 8, 16, 17] 

 Determine if any timelines were in place regarding processing and reviewing an 
application and issuing a response to businesses that submitted a waiver 
application. [Principles 10, 16, 17] 

 Gain an understanding of the review and approval process in place regarding 
decisions made on applications and how the database systems were designed to 
document that process. [Principles 10, 16, 17 ] 
 

• Reviewed and, if applicable, assessed the changes made to the following executive 
orders, guidance issued by the federal government and the Governor’s Office, and waiver 
program documents prepared by DCED applicable to the waiver program: [Principles 8, 
10, 16, 17] 
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 Governor’s executive order closing all non-life sustaining businesses, effective 
March 19, 2020. 

 The then Secretary of Health’s order regarding life-sustaining businesses, 
effective March 19, 2020. 

 The March 19, 2020 version of the Department of Homeland Security, 
Cybersecurity & Infrastructure Security Agency’s (CISA) guidance to states and 
local governments regarding the essential critical infrastructure workforce during 
COVID-19. 

 The 10 versions of the Pennsylvania Industry Operations Guidance (IOG) issued 
by the Governor’s Office that identified the industry groups deemed to be life-
sustaining. 

 The 15 versions of the Life Sustaining Business Frequently Asked Questions 
issued by the Governor’s Office. 

 Criteria for Reviewing Waiver Requests developed by DCED for the waiver 
program reviewers. 

 Tips and Guidance developed by DCED for the waiver program reviewers. 
 

• Reviewed correspondence between DCED management and the reviewers regarding 
daily discussions pertaining to questions on the issues being encountered during the 
review process. [Principles 8, 16, 17] 
 

• Obtained from DCED management a data file that included (1) the 42,380 waiver 
applications submitted to DCED during the period March 20, 2020 through April 3, 2020, 
and (2) the review performed on the applications. 
 

• Obtained a list prepared by DCED management of 443 of the total 42,380 total 
applications whose businesses were issued a change to their waiver application response. 
The types of changes included: (1) Yes to No, (2) No to Yes, (3) Not Required to No, and 
(4) No to Not Required. [Principles 7, 17] 
 

• Selected for testing a total of 150 applications from the 42,380 waiver applications 
submitted by businesses based on the following: 
 
 Judgmentally selected 114 applications from the list of 443 applications whose 

businesses, according to DCED management, received response changes. 
 Judgmentally selected nine industries to determine the consistency of responses to 

businesses within those industries. The selection of industries was based on the 
general knowledge that businesses within those industry types were generally not 
considered to be life-sustaining. The nine industries included: (1) appliance 
sales/service; (2) notary; (3) pet services; (4) beauty salons; (5) massage; (6) 
gyms; (7) greenhouse/florist; (8) real estate; and (9) construction.  
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 Using keywords associated with each of the nine industries, we performed 
analysis on the 42,380 applications to determine which applications were 
associated with each of the nine industries. It should be noted that our use of 
selected key words may not have identified every application that was associated 
with each of the nine industries in all cases. Based on our analysis we identified a 
total of 16,055 applications from the 42,380 which were within the nine industries 
as noted in the table below. We also note the number of applications we selected 
for testing from each of these nine industries. 

 Judgmentally selected an additional 36 applications from the nine selected 
industries. We determined that 44 of the 114 previously selected applications as 
described above were within those nine industries. Our selections therefore 
included a total of 80 applications within the nine industries to review for 
consistency of responses within each of these selected industries.   
 

Industry 

Number of 
Applications 

Identified 

Total Number of 
Applications 
Selected for 

Testing 

Applications 
Selected from 

those with 
Changes made to 
DCED Response 

Additional 
Applications 

Selected 
Appliance 
Sales/Service 240   7 0 7 
Gyms 165   6 0 6 
Beauty salons 532   6 0 6 
Massage 132   5 1 4 
Notary 262   6 3 3 
Pet services 577   9 6 3 
Real estate 156 10 3 7 
Construction 13,730 a/   9 9 0 
Greenhouse/Florist 261 22 b/ 22 0 
Total Nine 
Industries 16,055 80 44 36 
Other Industries 26,325 70 70 0 
Total 42,380 150 114 36 
a/ - Due to the large number of applications found using a keyword search on construction, we were unable to 
perform additional analysis to remove those applications from the population that may have included the word 
construction in their application but were not actual construction type businesses. For example, a paint store that 
described its operations as selling paint to construction businesses. The population total therefore includes these 
types of applications submitted by non-construction businesses. 
b/ - Greenhouse industry included businesses with names and business descriptions that included greenhouse, 
nursery, garden center, and landscaping. Seventeen of these businesses were greenhouse-related and five were 
florist-type businesses. 
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• For each of the 150 applications selected for testing, we performed the following 
procedures: 
 
 Reviewed the information businesses provided in response to the waiver 

application questions to determine if it supported that the business was either a 
life-sustaining business or provided support for a life-sustaining business. 

 Reviewed websites, if available, to determine if the information provided on the 
application regarding the business’ operations was confirmed based on the 
information provided on the business’ website. 

 Reviewed the comments recorded and decisions made by reviewers for 
reasonableness based on information provided by businesses in their applications 
and applicable waiver program guidance.  [Principle 10]  

 Compared the responses issued by DCED to businesses within each of the nine 
selected industries (as noted above) for consistency within the respective industry 
type.  

 Determined if the information in the response and/or industry-type notification 
letters issued to the businesses agreed with the dates and the response and/or 
industry-type notification letter listed in the data file. 

 Determined if identification of who made the response decisions and changes, if 
any, regarding the waiver application was recorded in the data file.  

 Determined if information is documented in the data file to support that internal 
controls were established to ensure that the decisions made on waiver applications 
were reviewed and approved for appropriateness. [Principle 10] 

 Compared the date each business submitted its application to the date that DCED 
issued a response or industry-type notification letter to the business to determine 
the timeliness of DCED processing applications.  

 Corresponded with DCED management regarding the responses and industry-type 
notification letters issued to businesses that we found to be questionable to obtain 
an explanation for why those decisions were made.  
 

• Reviewed correspondence (emails and texts) received by the Governor’s Office and 
DCED provided to us by DCED to determine: 
 
 If correspondence contained language that placed undue pressure to approve a 

waiver for a specific business. 
 If the response issued to the business appears reasonable for those businesses 

whose related correspondence was dated prior to the date that the response was 
issued to the business. 
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Data Reliability 
 
Government Auditing Standards require us to assess the sufficiency and appropriateness of 
computer-processed information that we used to support our findings, conclusions, and/or 
recommendations. The assessment of the sufficiency and appropriateness of computer-processed 
information includes the considerations regarding the completeness and accuracy of the data for 
the intended purposes.85 
 
In addition to the procedures described in the remainder of this section, as part of our overall 
process in obtaining assurance of the reliability of computer-processed information and data files 
obtained from DCED, we obtained a management representation letter from DCED. This letter, 
signed by DCED management, included a confirmation statement indicating that the information 
and data provided to us had not been altered and was a complete and accurate duplication of the 
data from its original source, except where redacted as noted for attorney-client privilege. As 
noted in Finding 4, DCED management did not provide the comments field in the data file of 
42,380 applications; however, they provided the comments for the 150 applications selected for 
testing.  
 

• To assess the completeness and accuracy of the data file of 42,380 applications (utilized 
in audit procedures performed for Objectives 2, 3), provided to us by DCED 
management, generated from the second waiver program database used during the waiver 
program that contains: (1) the business waiver request applications submitted to DCED 
during the waiver program period of  March 20, 2020 through April 3, 2020; and (2) the 
review performed on those applications by reviewers and QC, we conducted audit 
procedures as follows:86 

 
 Obtained an understanding of the information technology environment and 

controls for the two database systems used during the waiver program. [Principles 
2, 10, 11, 16, 17]  

 Interviewed DCED and the Office of Administration, Office of Information 
Technology management responsible for maintaining the database systems used 
to maintain and process waiver applications. As noted in Finding 3, we found 
deficiencies related to the information recorded and retained in the two database 
systems utilized by DCED. [Principles 2, 10, 11, 16, 17] 

                                                           
85 U.S. Government Accountability Office. Government Auditing Standards. 2018 Revision. Paragraph 8.98. 
86 The Office of Administration, Office of Information Technology (OA-OIT) developed a database system at the 
start of the waiver program; however, due to the high volume of applications received within the first few days of 
the waiver program, a second database was customized to better meet the needs of DCED and the review team. The 
application information and related decisions recorded in the first database were transferred into the second 
database. As a result, the entire population of application information was ultimately housed in the second database. 
The data provided for this audit was generated from this second database.  
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 Obtained emails DCED received from the third-party vendor that managed and 
forwarded to DCED the online applications submitted by businesses. The emails 
noted the number of applications forwarded to DCED each day and the final total. 
The total noted in the final email agreed to and confirmed the total number of 
applications in the data file provided to us for our audit. [Principle 13] 

 Sent confirmation emails to the 157 individuals who submitted the applications 
for the 150 businesses we selected for testing. We requested the applicant confirm 
the accuracy of the information provided to us in the date file from the waiver 
program database regarding the application information submitted and the final 
responses and industry-type notification letters issued to the businesses. We did 
not receive a reply from 57 individuals; however, the remaining 100 individuals 
confirmed the accuracy of the application information.87 There were, however, 
eight individuals that described issues with the responses issued by DCED as 
discussed in Finding 4. [Principle 13] 

 As noted in Finding 3, DCED failed to retain response letters that were sent to 
businesses. We obtained the available response and industry notification letters 
DCED emailed to the 150 businesses selected for testing and confirmed the 
responses and type of notification letter noted in the data file. [Principles 10, 11] 

 
In accordance with Government Auditing Standards and based on the above procedures, we 
concluded that the waiver program database was sufficiently reliable regarding completeness and 
accuracy of the application information submitted by businesses, but with significant limitations 
as to the reliability of data regarding the review process including results of the review process, 
comments, and responses and/or notification letters issued to businesses. Due to these 
limitations, when selecting the 150 applications for review, we did not have the comments 
available to determine what the justification was, if noted, for both the initial decision and any 
subsequent changes made to the waiver applications. We also were unable to determine, in some 
cases: (1) the identity of who initially reviewed each application and the identity of any 
subsequent reviewers; (2) the date(s) that all reviews occurred; (3) the approval of decisions 
made; and (4) decision making justification, which was not documented, including when changes 
occurred.  
 
Note that we did not perform procedures to assess the completeness and accuracy of the list 
provided by DCED of the 443 applications, extracted by DCED from the total 42,380 
applications in the data file, whose businesses were issued a change to their initial responses 
from (1) YES to NO, (2) NO to YES, (3) NR to NO, or (4) NO to NR (utilized in audit 
procedures performed for Objectives 2, 3). DCED identified these applications based upon its 
review of comments added by reviewers. As previously noted, we found significant limitations 

                                                           
87 Note that one individual stated a difference in the number of employees reported which we determined to not be a 
significant issue in regard to our audit objectives, and one other individual stated that while they were unsure, they 
did not state any inaccuracies. 
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as to the reliability of the comments. Additionally, DCED management acknowledged that due 
to technological limitations, there may be more applications whose responses were changed that 
were not included on the list. Therefore, we determined the list of 443 applications provided by 
DCED to be data of undetermined reliability. This information however, was the best data 
available. Although this determination may affect the precision of the numbers we present, there 
is sufficient evidence in total to support our findings and conclusions. 
 
We also did not perform procedures to assess the completeness and accuracy of the written 
correspondence received by the Governor’s Office, the Department of Health, and DCED from 
legislators and lobbyists regarding businesses that applied for a waiver provided to us by DCED 
(utilized in audit procedures performed for Objective 3). We determined the completeness and 
content of the written correspondence to be of undetermined reliability, as noted in Finding 4 of 
this report. This information was the best data available, however, and although this 
determination may affect the precision of the number of emails and texts we present, there is 
sufficient evidence in total to support our findings and conclusions. 
 
Further, we did not perform procedures to assess the completeness and accuracy of the 
information found in Appendix F and referred to in Finding 1 regarding how each state defined 
essential businesses during the “Stay-at-Home” orders as reported by the MultiState Associates 
as of April 13, 2020 (utilized in audit procedures performed for Objective 1). We therefore 
determined this information to be of undetermined reliability. This information was the best data 
available and is only considered background information for this report. Although this 
determination may affect the precision of the numbers we present, there is sufficient evidence in 
total to support our findings and conclusions. 
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Appendix B Guidance from the Cybersecurity and Infrastructure 
Security Agency  

 
On March 19, 2020, the United States Department of Homeland Security’s Cybersecurity and 
Infrastructure Security Agency (CISA) issued a memorandum and guidance on identification of 
essential critical infrastructure workers during COVID-19. As stated in the memorandum, the list 
of essential workers provided was advisory in nature. DCED management stated that the CISA 
guidance was very broad, which is why, in part, the Governor’s Office issued Pennsylvania 
specific guidance – the Pennsylvania Industry Operation Guidance (See Appendix C). The CISA 
guidance was utilized as a resource during the business waiver review program and is presented 
below along with the memorandum. 
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Appendix C Pennsylvania Industry Operation Guidance  
 
On March 19, 2020, the day the Governor’s Office issued the business closure order, the first 
version of the Pennsylvania Industry Operation Guidance (IOG) was also issued. The IOG was 
utilized to determine which businesses were determined to be life-sustaining. This guidance was 
updated nine additional times through May 28, 2020. The following is the first version issued on 
March 19, 2020. 
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Appendix D Life Sustaining Business Frequently Asked Questions 
 
On March 24, 2020, the Pennsylvania Department of Community and Economic Development 
(DCED) posted on-line the first of 15 versions of the Life Sustaining Business Frequently Asked 
Questions (FAQ) developed by the Governor’s Office. The first four versions of the FAQ were 
issued during the time that businesses were utilizing them as guidance during the waiver program 
and the remaining versions were issued after the waiver program closed on April 3, 2020. This 
document provided additional detail regarding which businesses were deemed to be life-
sustaining as listed in the Pennsylvania Industry Operation Guidance. The following are the first 
version of the FAQ and the final version released on May 28, 2020. It is important to note that 
while DCED indicated that the first version was released on March 24, 2020, the document 
provided to us by DCED as the first version of the FAQ, that is presented below, includes 
“Updated 5/24/20” at the top in error. Additionally, highlighted areas in the below FAQ were 
made by DCED prior to providing us with the documents. 
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Appendix E Waiver Application 
 
During the course of the business waiver request program, there were a total of five different 
versions of the waiver application issued for use by businesses. Each version was modified 
slightly, including changes to the introductory language, however, the required business 
information remained the same. It was not until the final version issued on April 1, 2020, that a 
check box was added for businesses to attest to the accuracy of the information provided on the 
application along with a question regarding whether the applicant had previously submitted a 
request for exemption for this business. Issues regarding the versions and design of the waiver 
application is addressed in detail in Finding 3. The five versions of the waiver application are 
presented below.  
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March 20, 2020: Original application 
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March 24, 2020: New introductory language 
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March 27, 2020: Updated introductory language 
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March 31, 2020: Updated introductory language 
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April 1, 2020: Additional verification checkbox and question about previous submission 
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Appendix F Guidance used by the 50 States in Defining Essential 
Businesses 

 
According to the National Governors’ Association, as of March 23, 2020, in response to the 
COVID-19 public health emergency, at least 37 governors had taken action to close or 
recommend closure of nonessential businesses and at least 24 governors had taken formal 
executive action to implement statewide business closures that designate essential businesses.88 
Additionally, analysis performed by the MultiState Associates, reported that as of April 13, 
2020, Pennsylvania was one of only13 states that issued their own guidance instead of utilizing 
the United States Department of Homeland Security’s Cybersecurity and Infrastructure Security 
Agency (CISA) guidance.89 Even further, Pennsylvania and Delaware were the only two states to 
issue guidance so specific as to utilize the North American Industry Classification System 
(NAICS) codes as a component of its determination of what type of businesses could remain 
open and which had to close.90 The following table shows the breakdown of guidance used 
across the country as of April 13, 2020 according to the MultiState Associates.

                                                           
88 https://www.nga.org/wp-content/uploads/2020/03/Memorandum-on-Overview-of-State-Actions-on-Business-
Closure-and-Personal-Movement-Restrictions-in-Response-to-COVID-19_3.25.pdf (accessed August 31, 2020). 
89 MultiState Associates tracked states that issued Stay-at-Home orders and what businesses were defined as 
essential in these states during the COVID-19 pandemic, https://docs.google.com/document/d/e/2PACX-
1vSXZCFCbIRiRDRC-SWyc36T0S0hjXxT9wZAGM4V01_xtbywLBEn0o_kgmfs0dMJ4VbpPh30j2ZFZ3TH/pub 
(accessed June 26, 2020).  
90 Ibid. 

https://www.nga.org/wp-content/uploads/2020/03/Memorandum-on-Overview-of-State-Actions-on-Business-Closure-and-Personal-Movement-Restrictions-in-Response-to-COVID-19_3.25.pdf
https://www.nga.org/wp-content/uploads/2020/03/Memorandum-on-Overview-of-State-Actions-on-Business-Closure-and-Personal-Movement-Restrictions-in-Response-to-COVID-19_3.25.pdf
https://docs.google.com/document/d/e/2PACX-1vSXZCFCbIRiRDRC-SWyc36T0S0hjXxT9wZAGM4V01_xtbywLBEn0o_kgmfs0dMJ4VbpPh30j2ZFZ3TH/pub
https://docs.google.com/document/d/e/2PACX-1vSXZCFCbIRiRDRC-SWyc36T0S0hjXxT9wZAGM4V01_xtbywLBEn0o_kgmfs0dMJ4VbpPh30j2ZFZ3TH/pub
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Comparison of Guidance Used by States in Defining Essential Businesses 
Under “Stay-at-Home” Orders as of April 13, 2020 

Guidance Used to Define 
Essential Businesses List of States 

Total 
States 

Followed CISA Guidance CA, CT, GA, LA, MD, MI, MT, OK, WA   9 
Followed Modified CISA 
Guidance 

AK, AL, DE, FL, HI, ID, IN, MA, ME, MN, 
MO, MS, NC, NH, NV, OH, SC, TN, TX, WI, 
WV 

21 

Issued Their Own Guidance AZ, CO, IL, KS, KY, NJ, NM, NY, OR, PA, 
RI, VA, VT 

13 

Not Applicable - No Stay-at-
Home Orders Issued 

AR, IA, ND, NE, SD, UT, WY   7 

Total States 50 
Source: This table was compiled by the staff of the Auditor General from information published by MultiState 
Associates found at https://docs.google.com/document/d/e/2PACX-1vSXZCFCbIRiRDRC-
SWyc36T0S0hjXxT9wZAGM4V01_xtbywLBEn0o_kgmfs0dMJ4VbpPh30j2ZFZ3TH/pub (accessed June 26, 
2020). We determined this information to be of undetermined reliability regarding accuracy as noted in Appendix 
A. Although this determination may affect the precision of the numbers we present, there is sufficient evidence in 
total to support our findings and conclusions. 
 

https://docs.google.com/document/d/e/2PACX-1vSXZCFCbIRiRDRC-SWyc36T0S0hjXxT9wZAGM4V01_xtbywLBEn0o_kgmfs0dMJ4VbpPh30j2ZFZ3TH/pub
https://docs.google.com/document/d/e/2PACX-1vSXZCFCbIRiRDRC-SWyc36T0S0hjXxT9wZAGM4V01_xtbywLBEn0o_kgmfs0dMJ4VbpPh30j2ZFZ3TH/pub
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Appendix G Criteria for Reviewing Waiver Requests 
 
The Pennsylvania Department of Community and Economic Development (DCED) management 
stated that in addition to the guidance from the Department of Homeland Security’s 
Cybersecurity and Infrastructure Security Agency (see Appendix B), the Pennsylvania Industry 
Operation Guidance (see Appendix C), and the Life Sustaining Business Frequently Asked 
Questions (see Appendix D), the below document was developed by DCED on March 20, 2020, 
to be used by reviewers to assist in determining whether or not to approve a waiver request 
application.  
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Appendix H Distribution List 
 
This report was distributed to the following Commonwealth officials: 
 

The Honorable Tom Wolf 
Governor 

 
The Honorable Dennis M. Davin 
Secretary 
Pennsylvania Department of 
Community and Economic Development 
 
The Honorable Denise Remillard 
Special Assistant to the Secretary 
Pennsylvania Department of 
Community and Economic Development 
 
The Honorable Elena Cross 
Chief of Staff 
Office of the Governor 
 
The Honorable David Millard 
Majority Chair 
House Tourism and Recreational 
Development Committee 
 
The Honorable Mary Jo Daley 
Democratic Chair 
House Tourism and Recreational 
Development Committee 
 
The Honorable John Yudichak 
Chair 
Senate Community, Economic and 
Recreational Development Committee 
 

The Honorable Amanda Cappelletti 
Democratic Chair 
Senate Community, Economic and 
Recreational Development Committee 
 
The Honorable Gregory Thall  
Secretary of the Budget 
Office of the Budget 
 
The Honorable Stacy Garrity 
State Treasurer 
Pennsylvania Treasury Department 
 
The Honorable Josh Shapiro 
Attorney General  
Office of the Attorney General 
 
The Honorable Michael Newsome  
Secretary of Administration  
Office of Administration  
 
Mr. William Canfield  
Director  
Bureau of Audits  
Office of Comptroller Operations 
 
Ms. Mary Spila 
Collections/Cataloging 
State Library of Pennsylvania 

 
This report is a matter of public record and is available online at www.PaAuditor.gov. Media 
questions about the report can be directed to the Pennsylvania Department of the Auditor 
General, Office of Communications, 229 Finance Building, Harrisburg, PA  17120; via email to: 
News@PaAuditor.gov. 


