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March 27, 2015

The Honorable Tom W. Wolf
Governor

Commonwealth of Pennsylvania
Harrisburg, PA 17120

Dear Governor Wolf:

This report contains the results of a performance audit of East Stroudsburg University of
Pennsylvania of the Pennsylvania State System of Higher Education (State System) from July 1,
2011 to June 30, 2013, unless otherwise noted. We conducted our audit under the authority of
Section 2015-A (relating to Annual audit) of Article XX-A of the Public School Code of 1949,
24 P.S. 8 20-2015-A, which states, “Activities of the system under this article shall be subject to
the audit of the Department of the Auditor General.” The audit was also conducted under the
authority provided for in Section 402 of The Fiscal Code and in accordance with generally
accepted government auditing standards.

Our report details our audit objectives, scope, methodology, findings, and
recommendations. Among the major objectives of our performance audit were an evaluation of
East Stroudsburg’s efforts to ensure the safety and welfare of minors attending youth camps on
university property.

Our findings indicate the following:

e East Stroudsburg University failed to ensure that all individuals who had direct
contact with minors at internal camps obtained appropriate background checks.

e East Stroudsburg University did not adequately ensure that employees of external
organizations sponsoring youth events on university property, who had direct contact
with minors at the events, obtained the required background checks and child abuse
clearances, which could place minors attending these events at risk.

e East Stroudsburg University did not maintain adequate inventory controls over
computers and other computer-related equipment.



e East Stroudsburg University did not ensure that all professional service contracts
awarded by the university president were reviewed and approved by the council of
trustees prior to being awarded.

e East Stroudsburg University’s financial position remained positive and current assets
exceeded current liabilities during the entire three year audit period.

Finally, the report notes that the university either implemented or partially implemented
our prior audit recommendations.

We discussed the contents of the report with the management of the university, and all
appropriate comments are reflected in the report.

Sincerely,

Congte I —

Eugene A. DePasquale
Auditor General
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Pennsylvania’s 14 state-owned universities are part of the Pennsylvania
State System of Higher Education, generally referred to in this report as
the State System. Prior to the enactment of Article XX-A of the Public
School Code of 1949 through Act 188 of 1982, as amended, ! that created
the State System, the Pennsylvania Department of Education had
administrative control of the 14 institutions,?> 13 of which were then
known as state colleges.?

The purpose of the State System is to provide students with the highest
quality education at the lowest price. The 14 universities include the
following:

Bloomsburg Kutztown
California Lock Haven
Cheyney Mansfield
Clarion Millersville
East Stroudsburg Shippensburg
Edinboro Slippery Rock
Indiana West Chester

The State System also includes four branch campuses, the McKeever
Environmental Learning Center, and the Dixon University Center.

State System Board of Governors

A centrally established 20-member board of governors has overall
responsibility for planning and coordinating the operations and
development of the State System. As a result, the State System’s board of
governors dictates many of the universities’ operational and administrative
procedures. Examples of the board’s statutory powers include the
following:

124 P.S. §20-2001 — A et seq.
2 These institutions originated as “state normal schools” and teachers colleges.

See

http://www.portal.state.pa.us/portal/server.pt/community/institution_types/8713/pennsylvania_state system_of high

er_education_(passhe)/522469 accessed on October 6, 2014

3 East Stroudsburg University of Pennsylvania has a long and illustrative history as a state normal school established
on September 4, 1893, and has been part of the State System of Higher Education since 1983.
http://www4.esu.edu/about/history beliefs/index.cfm accessed on October 6, 2014. By way of further background,

while Indiana University of Pennsylvania was already known as a university as early as 1965 and prior to the
creation of the state system, each of the other 13 state colleges, including East Stroudsburg became known as the
(Name) University of Pennsylvania of the State System of Higher Education effective July 1, 1983.


http://www.portal.state.pa.us/portal/server.pt/community/institution_types/8713/pennsylvania_state_system_of_higher_education_(passhe)/522469
http://www.portal.state.pa.us/portal/server.pt/community/institution_types/8713/pennsylvania_state_system_of_higher_education_(passhe)/522469
http://www4.esu.edu/about/history_beliefs/index.cfm
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e Establishing broad fiscal, personnel and educational policies under
which the State System universities operate;

e Appointing university presidents;

e Coordinating, reviewing, amending, and approving university
operating and capital budgets;

e Setting tuition and fee levels;

e Creating new undergraduate and graduate degree programs; and

e Promoting cooperation among institutions.

Board members include four legislators or his/her official representative,
and 14 members appointed by Pennsylvania’s governor with the approval
of the state senate, including three university students, five trustees of
constituent institutions, each from different universities, and six members
of the public. The governor and the state’s secretary of education, or their
designees, also serve on the board.  Additionally, the board appoints a
chancellor to serve as the chief executive officer of the State System’s
board and shall have the right to speak on all matters before the board, but
not have a vote.®

At the university level, each university has a president and an 11-member
council of trustees, including a full-time undergraduate student in the
upper classes in good academic standing. While the State System appoints
the university president, the members with the exception of the student
member of the university’s council of trustees is appointed by the
governor, with approval of the state senate.®

University trustees make recommendations to the State System chancellor
for the appointment, evaluation and dismissal of the university president.
Trustees also assist with setting the university budget and new academic
programs. The university trustees also approve all fees, other than tuition.’
The State System chancellor serves as an ex-officio member for all the
universities’ council of trustees.®

424 P.S. § 20-2004-A(a).

°24 P.S. §8 20-2004-A(e) and 20-2006-A(a)(1).
6 24 P.S. 88 20-2008-A(a) and (b) and 20-20010-A. Please note that the student member is appointed by the
governor without the approval of the state senate.

724 P.S. §20-2009-A.
824 P.S. §20-2005-A (10).
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East Stroudsburg University’s operating environment

While East Stroudsburg received its charter in 1893 as a State Normal
School, for the education of teachers, it now offers a wide range of
graduate and undergraduate majors. As of April 9, 2014, the university
offered 57 undergraduate degree programs and 23 graduate degree
programs.®

According to recent statistics, East Stroudsburg has a 24:1 student to
faculty ratio. The freshman retention rate, meaning those students who
complete the first year and return for a second year, is 75 percent.°

Like all State System universities, admission is open to non-Pennsylvania
residents; however, 75 percent of East Stroudsburg’s student population is
from Pennsylvania.!!

State funding to East Stroudsburg University

As a member of the State System, East Stroudsburg receives a portion of
its funding from the State System’s yearly allocation from the
commonwealth budget. Act 188 of 1982, as amended, outlines the
parameters for East Stroudsburg’s share of the State System appropriation
as follows:

State funds appropriated to the [State] System shall
be allocated to the individual institutions on a
formula based on, but not limited to, such factors as
enrollments, degrees granted, and programs.*2

9 http://www4.esu.edu/faculty _staff/oaie/quick_facts.cfm viewed April 9, 2014.

10 http://colleges.usnews.rankingsandreviews.com/best-colleges/east-stroudsburg-university-of-pennsylvania-3320

viewed April 9, 2014.

1 http://wwwé.esu.edu/faculty_staff/oaie/quick_facts.cfm viewed April 9, 2014.

1224 P.S. § 20-2002-A(b).


http://www.passhe.edu/inside/legal/Pages/Act-188.aspx
http://www4.esu.edu/faculty_staff/oaie/quick_facts.cfm
http://colleges.usnews.rankingsandreviews.com/best-colleges/east-stroudsburg-university-of-pennsylvania-3320
http://www4.esu.edu/faculty_staff/oaie/quick_facts.cfm
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The following chart illustrates East Stroudsburg’s appropriation related to

full-time equivalent (FTE)*2 students:

Year End FTE Appropriation Per
June 30, | Appropriation Students FTE Student
2012 $21,500,000 6,592 $3,262
2013 $20,800,000 6,030 $3,449

According to the State System, the formula is updated annually to reflect

changes in enrollment, physical plant inventory, and inflation.

The following table provides basic statistics regarding revenue, tuition and
fee rates, FTE, and number of degrees conferred during the academic

years ended 2012 and 2013.

East Stroudsburg University

Selected Statistics 2011-12 2012-13
Revenue ($Millions)
Tuition/Fees $70.2 $69.2
State Appropriation 21.5 20.8
Federal Appropriation 1.9 1.6
Tuition/Required fees for Full-
time Resident Undergraduate $8,351 $8,758
Students
(Academic Year)
FTE Students
Undergraduate 6,037 5,562
Graduate 555 468
Total 6,592 6,030
Degrees Conferred
Undergraduate 1,453 1,240
Graduate 315 284
Total 1,768 1,524

13 FTE students include in-state and out-of-state undergraduate and graduate students as reported by the Joint State

Government Commission.

Developed by the Department of the Auditor General from audited financial statements
obtained from East Stroudsburg and from information obtained from the Joint State
Government Commission.
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East Stroudsburg accreditation

The Middle States Council of Higher Education academically accredits the
university. The university’s accreditation was last reaffirmed on November
15, 2012. The next accreditation visit will be in the 2016-17 school year.*
Other program accreditations at East Stroudsburg include the National
Council for Accreditation of Teacher Education, Pennsylvania Department
of Education, National League for Nursing Accrediting Commission,
Pennsylvania State Board of Nursing, and the Council on Education for
Public Health.®

14 https://www.msche.org/documents/sas/157/Statement%200f%20Accreditation%20Status.htm viewed April 9,
2014.

15 http://www4.esu.edu/faculty _staff/oaie/accreditation.cfm viewed April 9, 2014.



https://www.msche.org/documents/sas/157/Statement%20of%20Accreditation%20Status.htm
http://www4.esu.edu/faculty_staff/oaie/accreditation.cfm
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Objectives, We conducted this performance audit in accordance with generally
Scope, and accepted government auditing standards. Those standards require that we
Methodology  plan and perform the audit to obtain sufficient, appropriate evidence to
provide a reasonable basis for our findings and conclusions based on our
audit objectives. We believe that the evidence obtained provides a
reasonable basis for our findings and conclusions based on our audit

objectives.

Our performance audit of East Stroudsburg had four objectives. We
selected the objectives from the following areas:

e youth camps

e computers and computer related equipment
e contracts

e expense analysis

The specific audit objectives were as follows:

One:

Two:

To evaluate the measures East Stroudsburg has
implemented to ensure the safety and welfare of minors
attending camps, conferences, workshops, and other
programs (collectively referred to as camps) held on
university property. (Findings 1 and 2)

To determine if East Stroudsburg maintains effective
controls over its inventory of computers and computer-
related equipment. (Finding 3)

Three: To determine if East Stroudsburg procured consulting or

Four:

professional contracts in accordance with Act 188 of 1982.
(Finding 4)

To determine if East Stroudsburg’s net financial position
remained positive and if East Stroudsburg’s current assets
exceeded their current liabilities during the three year
period in order to meet their current and overall obligations.
(Finding 5)

The scope of our audit includes the period July 1, 2011, through June 30,
2013, unless indicated otherwise.
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To accomplish our objectives, we obtained, reviewed, and analyzed
university records as well as policies, agreements, and guidelines of the
university, the commonwealth and the State System. In the course of our
audit, we interviewed various members of East Stroudsburg’s
management and staff. The audit results section of this report contains
specific inquiries, observations, tests, and analyses conducted for each
audit objective.

We also conducted inquiries and tests as part of, or in conjunction with,
our current audit to determine the status of the implementation of the
recommendations made during our prior audit. Those recommendations
addressed East Stroudsburg’s control deficiencies in the following areas:
use of social security numbers; contracts approved without documentation
of adequate liability insurance; utilization of maintenance management
software system; and safeguarding dance company cash receipts.

East Stroudsburg management is responsible for establishing and
maintaining effective internal controls to provide reasonable assurance
that the university is in compliance with applicable laws, regulations,
contracts, grant agreements, and administrative policies and procedures.
In conducting our audit, we obtained an understanding of East
Stroudsburg’s internal controls, including information system controls.
For internal controls that we considered to be significant within the
context of our audit objectives, we assessed whether these controls were
properly designed and implemented. Any deficiencies in internal control
that were identified during the conduct of our audit and determined to be
significant within the context of our audit objectives are included in this
report.
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AuditResults  The audit results are organized into four sections. Each section is
organized as follows:

e Statement of objective;

e Relevant laws, policies and agreements;

e Audit scope in terms of period covered, types of transactions
reviewed, and other parameters that define the limits of our
audit;

e Methodologies used to gather sufficient and appropriate
evidence to meet the objective;

e Finding(s);

¢ Recommendation(s), where applicable;

e Response by East Stroudsburg management, where applicable;
and

e Our evaluation of East Stroudsburg management’s response,
where applicable.
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Audit Results
for Objective
One

The objective

Objective one was to evaluate the measures East Stroudsburg has
implemented to ensure the safety and welfare of minors!® attending
Youth Camps camps, conferences, workshops, and other programs (collectively referred
to as camps) held on university property.

Relevant laws, policies, procedures, and agreements'’

The Pennsylvania General Assembly has enacted various laws that are
intended to protect minors by requiring individuals working, or seeking to
work, directly with children to secure certain criminal background checks
and child abuse clearances (collectively, referred to as background checks)
prior to employment. For example:

The Public School Code of 19498 includes the following:

e Act 34 of 1985 - This act requires a Pennsylvania State Police
Criminal Background Check that is dated no more than one year
earlier than the date of the employment application. In this report,
we refer to this requirement as “Act 34 criminal background
check.”

e Act 114 of 2006%° - This act requires a request for a federal
criminal history record and fingerprints be sent to the Federal
Bureau of Investigation (FBI) that are dated no more than one year
earlier than the date of the employment application. In this report
we refer to this requirement as “Act 114 federal criminal
background check.”

e Act 114% - The act also specifies that all applicants for
employment including independent contractors and their
employees who have direct contact with minors must undergo

16 The definitions of a “Minor” and “Adult” are as follows, respectively: “An individual who is not an adult” and
“An individual who is 18 years of age or older.” 23 Pa.C.S. § 6102.

17 Please note that enacted legislation that was part of a larger child protection package will impact on our
interpretation of the CPSL pertaining to background checks beginning on December 31, 2014.

1824 P.S. §1-101 et seq.

1924 P.S. § 1-111, as amended; see in particular 24 P.S. § 1-111(b).

024P.S. §1-111(c.1).

2124P.S. §1-111(a.1).
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background checks dated no more than one year earlier than the
date of the employment application.??

The Child Protective Services Law? - includes the following:

e Act 151 of 199424 - This act requires a Pennsylvania child abuse
clearance to be obtained prior to the school employee beginning
work with minors. In this report, we refer to this requirement as
“Act 151 child abuse clearance.”®

Section 8.1 (relating to Definitions) of the State Board of Education’s
regulations, 22 Pa. Code § 8.1, includes the following:

e “Criminal history background check — A report of criminal history
record information from, or a statement that no information is on
file with, the State Police; or, for nonresidents of this
Commonwealth, a report of Federal criminal history record
information from, or a statement that no information is on file
with, the Federal Bureau of Investigation.”2®

e “Direct contact with children — The possibility of care, supervision,
guidance or control of children by a paid employee or contractor
of, or an employee of a person under contract with, a school entity,
and routine interaction with children by a paid employee of a
school entity or a person under contract with a school entity.”?’

In addition to the legal requirements discussed above, the State System’s
Board of Governors and East Stroudsburg have developed policies and
procedures related to criminal background investigations. These policies
include:

2224 P.S. § 1-111 does not currently require background checks for volunteers. However, it has become a common
practice among schools, both public and private, to adopt related policies requiring background checks for such
individuals.

2323 Pa.C.S. § 6301 et seq.

2423 Pa.C.S. § 6355; please note that Acts 44 and 45 of 2014, enacted May 14, 2014, have repealed this section and
related provisions in Subchapter C.2. (relating to Background Checks for Employment in Schools) in the CPSL
effective December 31, 2014. Act 45 replaced these provisions with Section 6344.2(a.1) (pertaining to school
employees) of the CPSL, 23 Pa.C.S. § 6344.2(a.1), which will assist in integrating school employment criminal
background checks and child abuse clearances.

% 24 P.S. § 1-111 does not currently require background checks for non-paid volunteers. However, it has been a
common practice among schools, both public and private, to adopt related policies requiring background checks for
individuals.

%22 Pa. Code § 8.1.

27 1bid.

10
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State  System  Policy 2009-01, *“Criminal Background
Investigations.” This policy requires criminal background
investigations to be completed for candidates for employment for
all positions in the State System. According to this policy, criminal
background investigations include inquiries to determine past
criminal convictions and these inquiries must comply with all state
and federal laws.

East Stroudsburg University of Pennsylvania, “Pre-Employment
Background Check” Number HR - 56, issued February 1, 2009.
This policy and accompanying procedures were written to conform
to the State System Policy 2009-01, “Criminal Background
Investigations” which required its member institutions, including
East Stroudsburg University to implement a policy that required
criminal background investigations for employment candidates
prior to being hired. The purpose of this policy “...is to ensure that
appropriate information about an appointee’s education,
employment history, and history of criminal convictions is
considered prior to the start of employment.” This policy applied
to all newly hired employees but did not apply to temporary camps
and conferences employees. The policy required temporary camps
and conferences employees to provide appropriate criminal history
reports as required under Pennsylvania law. According to
university management, temporary camps and conferences
employees provided the following criminal history reports directly
to East Stroudsburg’s office of human resources:

e Act 34 criminal background check;

e Act 151 child abuse clearance; and

e If not a Pennsylvania resident for at least two years, Act
114 federal criminal background check

East Stroudsburg University of Pennsylvania, “Pre-Employment
Background Check,” Number AF-2014-001, adopted February 24,
2014. This policy and accompanying procedures expanded East
Stroudsburg University Policy Number HR - 56 by requiring the
university to complete pre-employment background checks for
temporary camps and conference workers. According to East
Stroudsburg officials, AF-2014-001was implemented in the fall of
2012.

11
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Additionally, on July 8, 2014, the State System’s board of governors
passed Policy 2014-01: Protection of Minors. The policy, which becomes
effective December 31, 2014, applies to all State System universities and
their administrators, faculty, coaches, staff, students, contractors and
volunteers in state system sponsored programs or in programs for minors
held on university property. The policy directs each university to establish
policies and procedures which include requirements to establish and
maintain a registry of university-authorized adults, program staff and
programs for minors. The policy further outlines topics that must be
addressed in planning and evaluating registered programs which includes
the identification, selection, and screening of authorized adults or program
staff, including criminal background checks; training in areas such as
detecting and reporting abuse or neglect, safety and security protocols, and
crime reporting procedures; response protocols to accusations of
misconduct and record retention. Additionally, the policy includes a code
of conduct that program staff are required to follow when interacting with
minors and requires all those working with minors to be trained on
policies and issues related to minor safety and security. However, due to
the December 31, 2014, effective date of this policy being subsequent to
the end of field work, we could not audit the implementation of this

policy.

For internal camps sponsored by the university’s athletic department, East
Stroudsburg utilized its full-time sports coaches to host the camps. The
staffs of internal camps may or may not include full-time East Stroudsburg
assistant coaches as well as temporary camps and conferences employees.
Temporary employees include students and student - athletes hired by the
university as student employees; coaches from local high schools; and/or
volunteers. For internal academic camps sponsored by departments other
than East Stroudsburg’s athletic department, East Stroudsburg utilized its
full-time employees as hosts.

For camps sponsored by external organizations, it required the
organizations to sign a “Facilities Use Agreement” for the use of its
facilities. However, this agreement used by East Stroudsburg’s office of
conference services did not require the camp sponsors from external
organizations to provide a list of its employees assigned to the camps and
also did not require the camp sponsors to provide proof that all employees
or staff associated with the camps had obtained the Act 34, Act 114, and
Act 151 clearances. This oversight is discussed in more detail in Finding
2.

12
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Scope and methodology to meet our objective

This objective is related to the athletic and academic youth camps held on
East Stroudsburg University’s property during the audit period. These
camps were sponsored by East Stroudsburg University as well as external
organizations.

Various university athletic coaches/teams, as well as other departments on
occasion, host camps for minors each summer. These camps are hosted by
university employees and are considered to be sponsored by East
Stroudsburg. We refer to these camps as internal camps. A few examples
of the internal camps held on campus include soccer, swimming, and
basketball camps, Camp Colors and ESU for Kids. East Stroudsburg uses
profits generated from these internal camps to help fund athletic
scholarships. During the summers of 2011, 2012, and 2013, East
Stroudsburg hosted 65 internal camps for minors.

External organizations contract with East Stroudsburg to use the
university’s facilities for a fee and we refer to these as external camps and
non-university events. For external and non-university events conducted at
East Stroudsburg, the external organizations employed their own event
staff. External camps include overnight stays on campus and occur in the
summer. Profits generated from external camps also help fund athletic
scholarships. During the summers of 2011, 2012, and 2013, East
Stroudsburg permitted external organizations to conduct 79 external
camps with minors on university property.

Non-university events include non-residential programs that take place
anytime during the year. Usage fees collected from non-university events
cover equipment purchases, such as the tables, chairs, etc. used during
camps and events. During our audit period, East Stroudsburg permitted
external organizations to conduct 150 non-university events on campus
with participants that included adults and/or minors.

To accomplish our camp safety objective, we reviewed the laws and legal
requirements discussed above to gain an understanding of the background
investigation requirements for the university with regard to persons
employed with or volunteering to work directly with minors at these youth
camps and events.

We also reviewed the applicable State System and East Stroudsburg

policies related to criminal background investigations to gain an
understanding of the university’s background investigation process.

13
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We conducted interviews with East Stroudsburg officials including the
director of conference services, director of human resources, and associate
director of human resources.

We obtained a listing of the 65 internal camps held on campus during the
summers of 2011, 2012, and 2013 as well as the names of the university
employees who hosted each of the internal camps. There were a total of 20
university employees who hosted the 65 internal camps. We then obtained
the employment start dates of the 20 employees to determine how many of
these employees were hired prior to February 1, 2009, which was the
effective date of East Stroudsburg’s pre-employment background check

policy.

East Stroudsburg could not provide a list of all university employees who
worked at each internal camp; however the university did provide a list of
the employees who hosted the internal camps. To determine whether the
university obtained the three required background checks (Act 34, Act
114, and Act 151) for East Stroudsburg employees who were hired after
February 1, 2009, which was the effective date of East Stroudsburg’s pre-
employment background check policy, and who may have worked at or
came into contact with minors at internal camps, we obtained a listing of
the university staff members from the athletics, camps and conferences,
residence life, and custodial departments. The listing consisted of a total of
298 employees. We then selected 25 of the 298 employees to verify
whether the university obtained the three background checks required by
university policy.

We also reviewed “Facilities Use Agreements,” dated February 11, 2014,
for two external organizations scheduled to hold youth events on East
Stroudsburg’s campus during the summer of 2014. One agreement was for
an external camp and the other agreement was for a non-university event.
These agreements detailed the responsibilities and requirements of
external sponsors conducting youth oriented events on university grounds.

Specifically, we reviewed each agreement to determine whether it
contained a stipulation that adults working with youth participants were
required to obtain the three required background checks (Act 34, Act 114,
and Act 151).

14
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East Stroudsburg University failed to ensure that all individuals who
had direct contact with minors at internal camps obtained
appropriate background checks.

Our audit found that on February 1, 2009, East Stroudsburg issued a
policy that required new employees to obtain a criminal background check
prior to employment.?® The policy applied to all newly hired employees
and it did not apply to temporary camps and conference employees. East
Stroudsburg required temporary camp and conference employees to
provide criminal history reports directly to East Stroudsburg’s Office of
Human Resources. The criminal background checks required to be
submitted included:

e Act 34 criminal background check;

e Act 151 child abuse clearance; and

e If not a Pennsylvania resident for at least two years, the Act
114 federal criminal background check

This policy was revised in the fall of 2012 according to university
officials. The revised policy was implemented in the fall of 2012 and
formally adopted on February 24, 2014. The revised policy expanded East
Stroudsburg University Policy Number HR - 56 by requiring the
university to complete pre-employment background checks for temporary
camps and conference employees.

Neither policy applied retrospectively to employees hired prior to
February 1, 2009. Therefore, university employees hired prior to February
1, 2009, who may have had direct contact with minors, did not obtain any
of the three background checks noted above.

Additionally, university policies did not require newly hired employees to
obtain the Act 151 child abuse clearance or the Act 114 federal criminal
background check with fingerprinting. Further, the policy for temporary
employees, that was effective until the fall of 2012, only required the Act
114 federal criminal check if the employee did not reside in Pennsylvania
for at least two years.

2 In lieu of utilizing the Pennsylvania State Police’s web-based computer application to apply for criminal
background checks, East Stroudsburg utilizes a contracted vendor, Justifacts Credential Verification Inc., to conduct
background checks for new employees. The vendor conducts both a state-wide unified courts criminal search and a
search in the national criminal database. A complete list of data sources used by the vendor to perform a National
Criminal Database search can be found at http://www.justifacts.com/pdfs/national_criminal_database.pdf. Accessed

May 1, 2014.

15
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Our audit found that 15 of the 20 university employees who hosted the
internal sports and academic camps during the summers of 2011, 2012,
and 2013, were hired prior to February 1, 2009, and were never required
by university policy to obtain criminal background checks.

Our review of records for 25 of 298 university staff members hired after
the effective date of the background check policies found that East
Stroudsburg failed to adhere to its own policy related to background
checks.

East Stroudsburg’s human resources department (HR) was responsible for
completing background checks for 18 of 25 staff members in our test
group. HR utilized the services of a contracted vendor? to obtain the
background checks. The remaining seven staff members in our test group
were hired in the summers of 2011 or 2012 and were considered
“temporary.” During that time period “temporary” employees were
required to submit their own copies of background checks to the
university’s human resources department. The results of our review of
these seven employees are discussed on page 19.

The following table shows the number of Act 34 criminal background
checks, Act 151 child abuse clearances, and Act 114 federal criminal
background checks the university obtained through the vendor for the 18
of 25 staff members.

2 Justifacts Credential Verification, Inc.
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Number of background checks East Stroudsburg University obtained for staff
members who may have come in contact with minors at youth camps
July 1, 2011 — February 18, 2014

Number of Number of
employees Number of Number of Act 114
required to Act 34 Act 151 federal
have Act 34 criminal child abuse criminal
University background background clearances background
Department checks on file | checks on file on file checks on file
Athletic
Department 10 10 0 0
Camps and
Conferences
Department 4 4 0 0
Residence Life
Department 3 1 0 0
Custodial
Department 1 0 0 0

In addition to the results noted above, we found that ten of the 18
background checks were completed by the vendor after the employees’
start date.

Furthermore, one of the 18 employees’ background checks disclosed that
the employee was charged with two misdemeanors. One of the
misdemeanors was for fictitious driver’s license possession and the other
misdemeanor was for “Physical control” which resulted in 30 days jail (27
days suspended) one year probation, costs and fines.

According to East Stroudsburg management, it was determined that these
misdemeanors did not impact employment eligibility. This employee’s
background check was also completed after the employee’s start date
rather than prior to employment as required by the policy.

With respect to the seven temporary employees, our audit disclosed that
East Stroudsburg’s human resources department did not maintain a
criminal background check file for one of the seven employees and it did
not include a complete set of background checks for the other six
temporary employees.
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The following table shows the number of Act 34 criminal background
checks, Act 151 child abuse clearances, and Act 114 federal criminal
background checks East Stroudsburg maintained for the seven temporary
employees.

Number of background checks East Stroudsburg University maintained
on file for temporary staff members who may have come in
contact with minors at youth camps
Summers of 2011 and 2012

Number of
Act 114
Number of Number of federal
Act 34 Act 151 criminal
criminal child abuse | background
Number of background | clearances | checks on
Description Employees checks on file on file file
Camps and
Conferences
Department 6 5 1 2
Custodial
Department 1 0 1 1

East Stroudsburg did not obtain required background checks for its staff
members or its temporary employees. And, not all of the background
checks it did obtain were obtained prior to employment. Nevertheless,
East Stroudsburg allowed these staff members and temporary employees
to work and have direct contact with minors at internal camps.

When we discussed the lack of Act 114 federal criminal background
checks and the Act 151 child abuse clearances with East Stroudsburg’s
human resources department, management stated that in addition to
searching the national criminal database, the contracted vendor searches
“state courts, local arresting agencies and Department of Corrections
information, sex offender records for all states and numerous Indian tribes;
most wanted lists.”

We believe that East Stroudsburg should obtain Act 151 child abuse
clearances and Act 114 federal criminal background checks with
fingerprinting for all persons who work directly with minors at youth
oriented camps. Because these background checks are required by the
Public School Code and the Child Protective Services Law for persons
working with minors in school settings, those same minors should have
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Recommendations
for Finding 1

Management
Response

the same level of protection when participating in youth camps on
university property.

Including the Act 151 child abuse clearances and Act 114 federal criminal
background checks into its policy and procedures will allow East
Stroudsburg to obtain all background data available on the individuals and
to fully screen employees. Further, including the Act 151 clearance and
the Act 114 federal criminal background check will add another measure
to East Stroudsburg’s efforts to provide a safe environment for its
students, faculty, staff and visitors, including minors who attend camps on
university property.

1. East Stroudsburg should ensure that it obtains Act 34 criminal
background checks, Act 114 federal criminal background checks with
fingerprinting, regardless of length of state residency, and Act 151
child abuse clearances for all staff members and temporary employees
that have direct contact with minors through their work at the camps
and other youth-oriented activities held on East Stroudsburg property
or sponsored by East Stroudsburg University.

2. To comply with State System Policy 2014-01: Protection of Minors,
East Stroudsburg should establish a written policy that states that Act
34 criminal background checks, Act 114 federal criminal background
checks, and Act 151 child abuse clearances must be obtained before
anyone can be employed or volunteer to work directly with minors at
the youth camps.

3. East Stroudsburg should obtain and retain copies of background
checks for current staff members and for temporary employees who
worked directly with minors at the youth camps.

East Stroudsburg University is committed to providing a safe environment
for everyone on its campus, at its centers and other facilities controlled by
the University; this commitment is especially true for minors. For more
than four years, the University has required employees who have direct
contact or work with minors at its internal camps and conferences go
through criminal background checks, as well as additional screening
through State, Federal and Sex Offender Registry searches. The
University has been diligent in its efforts of the protection of minors and
will continuously evolve its policies and practices to meet this objective.
As a result of recent legislation defining the requirements for clearance
checks for employees of State Universities, ACT 153 of 2014 which is
effective December 31, 2014, the University is in the process of reviewing
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Auditor’s
Conclusion

and updating its policies on background checks and the protection of
minors on-campus to ensure that the University is compliant with all
applicable laws and policies. Furthermore, the University will continue to
be proactive in its efforts to provide a safe environment.

We are pleased that East Stroudsburg University management agrees with
our recommendations and that management has already taken action to
implement them. In addition, we are very glad to learn that East
Stroudsburg is taking appropriate steps to ensure that any of the recently
enacted changes to the Child Protective Services Law that may impact on
state-owned universities, effective December 31, 2014, including Act 153
of 2014, are fully complied with. During our next audit, we will review
the new and improved policy and evaluate whether our recommendations
and the latest legislative changes have been implemented.
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East Stroudsburg did not adequately ensure that employees of
external organizations sponsoring youth events on university
property, who had direct contact with minors at the events, obtained
the required background checks and child abuse clearances, which
could place minors attending these events at risk.

Our audit found that during the summers of 2011, 2012, and 2013, East
Stroudsburg entered into agreements with external organizations to
conduct 79 external camps with minors on university property. External
camps include overnight stays on campus. Also, during the audit period,
July 1, 2011, through June 30, 2013, the university permitted external
organizations to conduct 150 non-university events on campus with
participants that included adults and/or minors. Non-university events are
non-residential programs that take place anytime during the year.

External organizations that hold external camps or non-university events
on East Stroudsburg property enter into a facilities use agreement with the
university and pay a fee for the use of equipment and university facilities,
such as dormitories, dining halls, and recreational areas. The external
organizations are responsible for supplying their own employees and
volunteers to function as instructors or counselors for their camps and
events.

According to East Stroudsburg’s director of conference services, the
facilities use agreements never included any requirements for external
organizations to follow regarding criminal background checks for their
camp and event staff.

Our review of two standard facilities use agreements dated February 11,
2014, one for an external camp and one for a non-university event both
scheduled for the summer of 2014, found that the agreements did not
require the external sponsors to provide a list of its workers assigned to the
camps and did not require the sponsors to provide proof that its workers
obtained Act 34 criminal background checks, Act 151 child abuse
clearances, or Act 114 federal criminal background checks.

However, as of February 25, 2014, the director of conference services
began updating all facilities use agreements to include a section on the
safety of minors with the assistance of a member of the State System’s
legal counsel.

21



A Performance Audit

East Stroudsburg University of Pennsylvania
Pennsylvania State System of Higher Education

On February 25, 2014, the director of conference services sent letters to
external organizations that had already contracted with the university for
the summer of 2014. The letter stated that there was now an addendum to
the 2014 agreement and required the sponsor to sign and forward the
addendum to East Stroudsburg’s office of conference services.

The addendum required the external sponsors to:

e provide the included attestation attached as a Rider;

e identify any members or employees who are mandatory
reporters and verify that these individuals understand their
obligation as it relates to the approved use; and

e implement procedures to ensure protection from abuse for
minors for duration of the approved use.

The attestation states that no employee or volunteer has been identified as
having a criminal or child abuse history and procedures are in place to
reasonably ensure protection from abuse for minors attending the event.

All future agreements made with external organizations hosting external
camps and non-university events on campus will also include the Rider.

Although East Stroudsburg began requiring external organizations to
provide attestation that their employees had obtained criminal background
checks and child abuse clearances as of February 25, 2014, the university
did not require the organizations to provide a list of its workers assigned to
the events and proof that each had obtained the required criminal
background checks . Therefore, East Stroudsburg has placed reliance on
the agreements without actually verifying that background checks were
obtained.

East Stroudsburg should ensure that anyone working with minors on
university property has all three of the required background checks.
Requiring background checks for all event workers is a reasonable and
prudent measure to improve the safety of minors attending these events on
university property.

Recommendations 4. East Stroudsburg should amend its “Facilities Use” agreement to

for Finding 2

require external organizations utilizing campus facilities to provide
copies of Acts 34, 114, and 151 clearances for all workers prior to the
start of the event.
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Response

Auditor’s
Conclusion

5. East Stroudsburg should establish procedures to review and verify
the submission of all required background checks, in order to ensure
that any event worker or volunteer with disqualifying
convictions/child abuse adjudications is prohibited from any
involvement in the event.

East Stroudsburg University is diligent in its efforts in the protection of
minors and is in compliance with all laws and policies related to this
matter. The University’s efforts are evident by the continuous review and
modification of policies and practices addressing the safety of minors, as
noted in this report. The University currently requires external
organizations sponsoring events at the university to ensure that all of their
employees and volunteers who may have contact with minors at university
facilities go through background screenings. These screenings include
State, Federal and Sex Offender Registry searches in addition to searches
that would be compliant with ACT 34. The University has modified its
practices to verify that external organizations satisfy this requirement.

As a result of recent legislation, ACT 153 of 2014 effective December 31,
2014, and recently enacted State System policies on the Protection of
Minors, Board of Governors Policy 2014-01, East Stroudsburg University
is in the process of reviewing and updating its policies and procedures on
background checks and the protection of minors on-campus to ensure that
the University is compliant with these changes in laws and policies. The
University welcomes the recommendations sited in this report and will
take them into consideration in its continuous efforts to maintain a safe
university.

We are pleased that East Stroudsburg University management agrees with
our recommendations and that management has already taken action to
implement them. In addition, we are very glad to learn that East
Stroudsburg is taking appropriate steps to ensure that any of the recently
enacted changes to the Child Protective Services Law that may impact on
state-owned universities, effective December 31, 2014, including Act 153
of 2014, are fully complied with. During our next audit we will review the
new and improved policy and evaluate whether the recommendations and
the latest legislative changes have been implemented.
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Audit Results
for Objective
Two

Computers and
computer-related
equipment

The objective

Objective two was to determine if East Stroudsburg maintains effective
controls over its inventory of computers and computer related equipment.

Relevant criteria

East Stroudsburg management is responsible for establishing and
maintaining an effective internal control system over their computers and
computer related equipment.  Neither the State System nor East
Stroudsburg established any formalized policies and procedures related to
recordkeeping and inventorying of computers nor computer related
equipment.

During the period July 1, 2011, through June 30, 2013, East Stroudsburg
purchased $1,688,535 worth of computer and computer related equipment
from three vendors.

Scope and methodologies to meet our objective

We focused our analysis on reviewing computer and equipment data and
purchase related documentation for the two year period July 1, 2011,
through June 30, 2013.

In order to accomplish our objective, we performed the following
procedures:

We interviewed East Stroudsburg’s chief information officer and associate
director in order to obtain an understanding of the internal controls used
over computers and computer-related equipment.

We obtained a listing of the university’s purchases for computer and
computer-related equipment, by vendor, during the two year period from
July 1, 2011, through June 30, 2013.

We obtained multiple listings of computer and computer-related
equipment and, where possible, traced 25 purchased computers and
computer-related equipment to those listings.

We also performed existence testing for those same 25 purchased
computers and computer-related equipment.
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East Stroudsburg did not maintain adequate inventory controls over
computers and other computer-related equipment.

Our audit found that East Stroudsburg did not maintain one
comprehensive or master inventory listing of all the university’s
computers and computer-related equipment, such as iPads and printers.
As a result, East Stroudsburg officials were unable to provide us with the
total number of computers and computer-related equipment, their location,
who the computer was assigned to, or the dollar value of the equipment.

In addition, East Stroudsburg did not conduct an annual inventory of their
computers and computer-related equipment. In order to conduct an annual
inventory, a comprehensive or master inventory listing is required.

We attribute the lack of adequate controls over computers and computer-
related equipment to the fact that policies and procedures have not been
established by either East Stroudsburg or the State System.

In the summer of 2013, East Stroudsburg began to use a software system
that included an asset control module,® to create a comprehensive listing
of all computers and computer-related equipment for tracking purposes.

Prior to using the system, the university’s computing and communication
services department staff members began compiling numerous inventory
listings, on excel spreadsheets, of the university’s computers and related
equipment that were to be subsequently recorded into the system. In
addition, East Stroudsburg previously kept numerous listings of computers
and related equipment on capital inventory index cards that were also to be
recorded into the system.

We selected 20 computers and five iPads from a listing of university
purchases made between July 1, 2011, and June 30, 2013, to determine if
the purchases were recorded into inventory listings for recordkeeping
purposes. The results of our testing found that five iPads and eight of the
20 computers that we selected from the purchase documentation were not
recorded on any of the multiple computer listings. In addition, none of the
20 computers or five iPads were recorded on the automated inventory
system. However, we were able to physically locate all 25 items on
campus

30 The software system East Stroudsburg University utilizes is HelpSTAR ServicePRO.
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Recommendations
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East Stroudsburg did not input or record their computers and related
equipment into the system until the equipment was connected by the
computing and communications department to the university network.
According to a university official, if a department purchased computer
equipment directly out of its own budget and did not request help to
connect to the university’s network, that computer equipment was not
recorded into the system.

As a result, East Stroudsburg did not have a complete or comprehensive
listing of all their computers and related equipment and the individuals or
departments that they were assigned. Therefore, we concluded that the
university did not have adequate controls over these assets.

East Stroudsburg officials stated that inputting all of their computers and
related equipment recorded into the system is a work in progress

Prudent business practice would require that a complete and accurate
listing of all computers and related equipment be recorded into a
comprehensive or master listing, and that management performs periodic
inventories using that master listing to help ensure that computer and
computer related equipment are adequately accounted for and
safeguarded.

University management supplied us with a listing of computer and
computer-related purchases from three vendors that totaled $1,688,535
during the period July 1, 2011, to June 30, 2013. The significance of these
purchases warrants that East Stroudsburg establishes procedures that will
provide assurances that computers and related equipment are being
properly maintained and accurately inventoried so that theft or misuse of
the 